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94111 CONGRESS SENATE { REPORT
2d Session. No. 94-1161

" FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1976

AUGUST 24 (legistative day, Aucust 23), 1976.—Ordered to be printéd

. Mr. Inouys, from the Select Committee on Intelligence,
submitted the following

REPORT

together with
ADDITIONAL VIEWS

4 [To accompany S. 3197]

The Select Committee on Intelligence, to which was referred the bill
(S. 8197) to amend title 18, United States Code, to authorize applica-
-~tions for a court order approving the use of electronic surveillance to
obtain foreign intelligence information, having considered the same,
reports favorably thereon with amendments and recommends that the

bill, as amended, do pass.
AMENDMENTS

On page'2, strike out -all after line 8 through the end of Scction
“2121” at page 4, line 20, and insert in lieu thereof the following:

(1) “Foreign power” means—
: (A) a foreign government or any component thereof,
whether or not recognized by the United States;
(B) a faction of a foreign nation or nations, not sub-
stantially composed of permanent resident aliens or citi-
_ zens of the United States;
- (C) an entity, which is directed and controlled by a
foreign government or governments;
(D) a foreign-based terrorist group; or
(E) a foreign-based political organization not sub-
stantially composed of permanent resident aliens or citi-
. zens of the United States.
- (2) “Agent of a foreign power” means—
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(A) a person who is not a permanent resident alien or
citizen of the United States and who is an oflicer or em-
ployee of a foreign power;

(B) a person Who—

(1) knowingly engages in, or knowingly acts in
furtherance 01 torrorist activities for or an behalf of
a foreign pow c1 or

(i1) conspires with, aids, or abets such a person,
knowing that such person 1s engaged in such
activities;

(C) a person who—

(1) knowingly engages in, or knowingly acts in
furtherance of, sabotage activities for or on belmll
of a foreign power, or -

-(ii) conspires with, aids, or abets such a person,
knowing that such person is engaged in such activi-
ties;

(D) a person who—

" (1) knowingly engages in clandestine intelligence
activitics for or on behalf of a foreign power, which
activities involve or will involve a violation of the
criminal statutes of the United States; or

-(11) conspires with, aids, or abets such a person,
knowing that such person is engaged in such clan-
destine mtelhfrencc activities; or

(E) a person who, acting pursuant to the direction of
-an intelligence service or 1ntelh<>'ence network which en-

games in intelligence activities in the United States on
behalf of a fmelo'n power knowingly transmits infor-
mation or material to such service or network in a man-
ner intended to conceal the nature of such information
or material or the fact of such transmission under cir- .
cumstances which would lead a reasonable man to believe
that the information or material will be used to harm the
security of the United States, or that lack of knowledee
by the Government of the United States or such trans-
mission will harm the security of the United States.

(3) “Terrorist activities” means activities which—

(A) are violent acts or acts dangeroiis to human life
which are criminal under the laws of the United States
or of any State if committed within its jurisdiction;
and

(B) appear to be intended—

(1) to intimidate or coerce the civilian population,
or

(ii) to influence the policy of a government by in-
timidation or coercion.

(4) “Sahotage activities” means activitics prohibited by
title 18, United States Code, section ____. chapter 105.
- (5) “FOIelgn intelligence information” means—

(A) information which relates to. and is deemed neres-

sary to the ability of the United States to protect itself
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against, actual or potential attack or other grave hostile
acts of a foreign power or an agent of a foreign power;

(B) information with respect to a foreign power or
foreign territory, which relates to, and because of its
importance is deemed essential to—

(1) the national defense or the sccurity of the
Nation,or

(ii) the conduct of the foreign affairs of the
United States;

(C) information which relates to, and is deemed nec-
essary to the ability of the United States to protect
against the terrorist activities of a foreign power or an
agent of a foreign power;

(D) information which relates to, and is deemed
necessary to the ability of the United States to protect
against the sabotage activities of a forcign power or an:
agent of a foreign power; or :

() information which relates to, and is deemed nec-
essary to the ability of the United States to protect it-
self against, the clandestine intelligence activities of
an intelligence service or network of a foreign power
or an agent of a foreign power.,

(6) “Electronic surveillance” means—

(i1) conspires with, aids, or abets such a person,
knowing that such person is engaged in such
activities involve or will involve a violation of the
criminal statutes of the United States; or

(D) a person who— _

(1) knowingly engages in clandestine intelligence
activities for or on behalf of a foreign power, which
activities involve or will involve a violation of the
criminal statutes of the United States; or :

(ii) conspires with, aids, or abets such a person,
knowing that such person is engaged in such clan-
destine intelligence activities; or

(E) a person who, acting pursuant to the direction of
an intelligence service or intelligence network which en-

ages in intelligence activities in the United States on
behalf of a foreign power knowingly transmits infor-
mation or material to such service or network in a manner
intended to conceal the nature of such information or
material or the fact of such transmission under circum-
stances which would lead a reasonable man to believe
that the information or material will be used to harm the
security of the United States, or that lack of knowledge
by the Government of the United States or such trans-
mission will harm the security of the United States.

(3) “Terrorist activities” means activities which—

(A) are violent acts or acts dangerous to human life
which are criminal under the laws of the United States or
of any State if committed within its jurisdiction; and
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(B) appear to be intended— .

(1) to initimate or coerce the civilian population,

or S

(i1) to influence the policy of a government by in-
timidation or coercion. ,

(A) the acquisition, by an electronic, mechanical, or
other surveillance device, of the contents of a wire com-
munication to or from a person in the United States,
without the consent of any party thereto, where such
acquisition occurs in the United States while the commu-
nication is being transmitted by wire;

(B) the acquisition, by an electronic, mechanical, or
other surveillance device of the contents of a radio com-
munication, without the consent of any party thereto,
made, under circumstances where a person has a constitu-
tionally protected right of privacy and where both the .
sender and all intended recipients are located within the -
United States; or

(C) theinstallation or use of an electronic, mechanical,
or other surveillance device in the United States to
acquire information other than from a wire communica-
tion or radio communication under circumstances in
which a person has a constitutionally protected right of
privacy. _ . .

(7) “Attorney General” means the Attorney General of the
United States or in his absence the Acting Attorney General.

(8) “Minimization procedures” means procedures to mini-
mize the acquisition of information that is not foreign intelli-
gence information, to assure that information which is not
_foreign intelligence information not be maintained, and to
assure that information obtained not be used except as pro-
vided in Section 2526.

On page 5,

line 9, insert the word “publicly” after the word “shall”.

On page 5. line 13, strike out the period and insert in licu thereof a
comma and the following: '

except that no judge designated under this subsection shall
have jurisdiction of an application for electronic surveillance
under this chapter which has been denied previously by
another judge designated under this subsection. If any judge
designated under this subsection denies an application for an -
order anthorizing electronic surveillance under this chapter,
such judge shall provide immediately for the record a com-
plete written statement of the reasons for his decision and, on
motion of the United States, direct that the record be trans-
mitted, under seal, to the special court of review established

in subsection (b).

On page 5,
On page 5,
On page 5,
court.of” and

Jine 14, insert the word “publicly” after the word “shall”.
line 15, insert the word “publicly” after the word “be”.
lines 17 through 23, strike out all after the words “special
insert in lieu thereof the following :
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review which shall have jurisdiction to review the denial of -
any application made under this chapter. If such special court ™ -
determines that the application was properly denied, the spe-
‘cial court shall immediately provide for the record a complete
written statement of the reasons for its decision and, on motion
of the United States, direct that the record be transmitted to
the Supreme Court, which shall have jurisdiction to review
such decision.

On page 5, line 24, through page 6, line 2, strike out all of subsece-
tion “(¢)” and insert in lieu thereof the following new subsection:

(¢) All proceedings under this chapter shall be conducted as
expeditiously as possible. The record of proceedings under this
chapter, including applications made and orders granted,
shall be sealed by the presiding judge and shall be maintained
under security measures established by the Chief Justice in
consultation with the Attorney General. :

On page 6, linc 5, insert the words “by a federal officer” after the
word “made”.

On page 6, lines 7 and 8, strike out the words “must he approved
by the Attorney General” and insert in lieu thereof the words “shall
require the approval of the Attorney General based”.

On page 6, line 11, insert the word “federal” after the words
“of the”.

On page 6, line 17, strike out the word “subject” and insert in lieu
thereof the word “target”. :

On page 7, line 4, strike the words “acquisition and retention” and
insert in lieu thereof the words “acquisition, retention, and dissemina-
tion, and to require the expunging,”. :

On page 7, lines 8 through 13, strike out all of paragraph (5) after
the words “United States” and insert in lieu thereof a colon and the
following: '

(A) to protect itself against actual or potential attack of
other grave hostile acts of a foreign power or an agent of a
foreign power;

(B) to provide for the national defense or the security of the
Nation;

(C) to provide for the conduct of the foreign affairs of the
‘United States;

" (D) to protect against the terrorist activities of a foreign
power or an agent of a foreign power;

(E) to protect itself against the sabotage activities of a
foreign power or an agent of a foreign power; or

(F) to protect itself against the clandestine intelligence
service or network of a foreign power or an agent of a foreign
power; '

except, that appropriate steps shall be taken to insure that information
retained which relates solely to the conduct of foreign affairs shall not’
be maintained in such a manner as to permit the retrieval of such
information by reference to a citizen of the United States who is a
party to a communication intercepted as provided in this chapter.
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On page 7, lines 14 through 24, strike out all of paragraph “(6)”
and insert in lieu thereof the following three new paragraphs:

(6) If the target of the electronic surveillance is a foreign
power which qualifies as such solely on the basis that it'is an
entity controlled and directed by a foreign government or
governments, and unles there is probable cause to believe that
a substantial number of the officers or executives of such entity
are officers or employees of a foreign government, or agents of
a foreign power as defined in section 2521(2), (B), (C), (D),
or (E), a statement of the procedures to prevent the acquisi-
tion, retention, and dissemination and to require the expung-
ing of communications of permanent resident aliens and
citizens of the United States who are not officers or executives
of such entity responsible for those areas of its activities which
involve foreign intelligence information.

(7) a factual description of the nature of the information
sought;

(8) a certification or certifications by the Assistant to the
President for National Security A ffairs or an executive branch
official or officials designated by the President from among
those executive officers employed in the area of national secu-
rity or defense and appointed by and with the advice and
consent of the Senate— :

(A) that the information sought is foreign intelligence
information; '

(B) that the purpose of the surveillance is to obtain
foreign intelligence information; -

(C) that such information cannot feasibly be obtained
by normal investigative techniques;

(D) including a designation of the type of foreign in-
telligence information being sought according to the cate-
gories described in section 2521 (b) (3) ; and

(E) including a statement of the basis for the certifica-
tion that—

(1) the information sought is the type of foreign
intelligence information designated, and

(ii) such information cannot feasibly be obtained
by normal investigative techniques.

On page 8, line 1, strike out the number “(7)” and insert in lieu .
thereof the number “(9)”.

On-page 8,line 3, strike out the number “(8)” and insert in lieu there-
of the number “(10)”.

({’n page 8, line 4, strike out the words “known to the Attorney Gen-
eral”.

On page 8, line 9, strike out the number “(9)” and insert in lieu
thereof the number “(11)”. )

On page 9, line 9, 1nsert the words “made by a federal officer and”
after the word “been”.

On page 9, lines 20 and 21, strike out the words “acquisition and
retention” and insert in lieu thereof the words “acquisition, retention,
and dissemination, and to require the expunging,”.
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On page 9, line 24 through page 10, line 4, strike out all of para-
graph (4) after the words “United States” and insert in lieu thereof
a colon and the following:

(A) to protect itself against actual or potential attack or
other grave hostile acts of a foreign power or an agent of a
foreign power;
(B) to provide for the national defense or the security
of the Nation;
(C) to provide for the conduct of the foreign affairs of
the United States; :
(D) to protect a%ainst the terrorist activities of a foreign
power or an agent of a foreign power; or
(F) to protect itself against the clandestine intelligence
service or network of a foreign power or an agent of a for-
elgn power; :
except, that appropriate steps shall be taken to insure that informa-
tion retained which relates solely to the conduct of foreign affairs shall
. not be maintained in such a manner as to permit the retrieval of such
information by reference to a citizen of the United States who is a
party to a communication intercepted as provided in this chapter.

(5) If the target of the electronic surveillance is a foreign
power which qualifies as such solely on the basis that it is an
entity controlled and directed by a foreign government or
governments, and unless there is probable cause to believe
that a substantial number of the officers or executives of such
entity are ofticers or employees of a foreign government, or
agents of a foreign power as defined in section 2521(2) (B),
(C), (D), or (E), procedures to be followed are reasonably.
designed to prevent the acquisition, retention, and dissemina-
tion, and to require the expunging, of communications of
permanent resident aliens and citizens of the United States
who are not officers or executives of such entity responsible
for those areas of its activities which involve foreign intelli-
gence information.

On page 10, lines 5 through 10, strike all of paragraph “(5)” and
insert in lieu thereof the following new paragraph:

(6) the application which has been filed contains the de-
scription and certification or certification specified in section

- 2524(a) (7) and (8).

On page 11, line 23, insert the word “new” after the word “after”.
_On page 11, line 24, after the period insert the words “In connec-
tion with the new findings of probable cause, the judge may require .
the applicant to submit information obtained pursuant to the original
order or to any previous extensions, or any other information or evi-

dence as he finds necessary to make such new findings.”

On page 12, line 21, after the period, insert the words “If the
Attorney General authorizes such emergency employment of electronic
surveillance, he shall require that the minimization precedures re-
.quired by this chapter for the issuance of a judicial order be followed.”
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On page 13, line 18, strike out the word “to” and insert in lieu
thereof the word “by”.

On page 13 line 21 through page 14, line 4, strike out all of sub-
section “(a)” after the words “United States” and insert in lieu there-
after a colon and the following: '

(1) to protect itself against actual or potential attack or
other grave hostile acts of a foreign power or agent of a
foreign power;

(2) to provide for the national defense or the security of
the Nation; S

(3) to provide for the conduct of the foreign affairs of the
United States; '

(4) to protect against the terrorist activities of a foreign
power or an agent of a foreign power;

(5) to protect itself against the sabotage activities of a
foreign or an agent of a foreign power; or

(6) to protect itself against the clandestine intelligence
activities of an intelligence service or network of a foreign
power or-an agent of a foreign power; or for the enforcement
of the criminal law. No otherwise privileged communication
_obtained in accordance with or in violation of the provisions
of this chapter shall lose its privileged character.

On page 14, lines 5 through 8, strike out all of subsection (b) and
insert in lieu thereof the following new subsection:

(b) The minimization procedures required under this
chapter shall not preclude the retention and disclosure, for
law enforcement purposes, of any information which consti-

_ tutes evidence of a crime if such disclosure is accompanied by
a staternent that such evidence, or any information derived

" therefrom, may only be used in"a criminal proceeding with the
advance authorization of the Attorney General.

On page 15, line 6, strike out the word “may” and insert in lieu there-
of the word “shall”. ' '

On page 15, line 8, strike out the words “only” and “such”.

On page 15, lines 9 through 11, strike out all the language and insert
in lieu thereof the words “there is a reasonable question as to the legal-
ity of the surveillance and that such disclosure would promote a more
accurate determination of such legality, or that such disclosure would
not harm the national security”. .

-On page 16, lines 12 and 13, strike out the words “and the national
security”. 3
On page 17, line 10, insert the letter (a) before the word “In”.
On page 17, after line 24, insert the following new subsection:

(b) Nothing in this chapter shall be deemed to limit the
authority of the Select Committee on Intelligence of the
‘United States Senate to obtain such information as it may
need to cary out its duties pursuant to Senate Resolution 400,
94th Congress, agreed to May 19, 1976.

On page 18, line 10, after the word “have”. insert a comma and the
words “subject to determination by the courts,”.
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On page 18, Tine T, strike out the number €(2)7 and insert in lien
thercof the number “(6)”.

On page 18, lines 21 and 22, strike out the words “a reasonable time
thereafter, transmit to the” and insert in lieu thercof the words
“seventy-two hours of the initiation of such surveillance, transit to
t{le,;’Select Committee on Intelligence of the United States Senate and
the”.

On page 19, lines 17 and 18, strike out all of subsection “(a)” and
insert 1n lieu thereof the following new subsection:

(a) Section 2511(1) is amended—

(1) by inserting “or chapter 120 or as otherwise author-
ized by a search warrant or order of a court of competent
jurisdiction,” immediately after “chapter” in the first
sentence; '

(2) by inserting a comma and “or, under color of law,
willfully engages in any other form of electronic sur-
veillance as defined in chapter 120” immediately before
the semicolon in paragraph (a) ;

(3) by inserting “or information obtained nunder color
of law by any other form of electronic surveillance as de-
fined in chapter 120” immediately after “contents of any
wire or oral communication” in paragraph (c) ;

(4) by inserting “or any other form of electronic sur-
veillance, as defined in chapter 120,” immediately before
“in violation” in paragraph (c);

(5) by inserting “or information obtained under color
of law by any other form of electronic surveillance as
defined in chapter 120” immediately after “any wire or
oral communication” in paragraph (d); and

(6) by inserting “or any other form of electronie sur-
veillance, as defined in chapter 120,” immediately before
“in violation” in paragraph (d).

On page 19, line 21 through page 20, line 18, strike out all of sub-
section “(b)” and insert in lieu thereof the following new subsection:

'(b) (1) Section 2511(2) (a) (i) is amended by inserting the
words “or radio communication” after the words “wire com-
munication” and by inserting the words “or otherwise ac-
quire” after the word “intercept”.

(2) Section 2511(2) (a) (ii) 1s amended by inserting the
words “or chapter 120” after the second appearance of the
word “chapter”, and by striking the period at the end thereof
and adding the following: “or engage in electronic surveil-
lance, as defined in chapter 120: Provided, however, That
before the information, facilities. or technical assistance may
he provided, the investigative or law enforcement officer shall
furnish to the officer, employee, or agency of the carrier
either—

(1) an order signed by the authorizing judge certifying
that a court order directing such assistance has been
issued, or

S. Rept. 94~-1161—76———2
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(2) in the case of an emergency surveillance as pro-
vided for in section 2518(7) of this chapter or section
2525 (d) of chapter 120, or a surveillance conducted under
the provisions of section 2528 of chapter 120, a sworn
statement by the investigative or law enforcement oflicer
certifying that the applicable statutory requirements
have been met, ,
and setting forth the period of time for which the surveillance
is authorized and describing the facilities from which the
communication is to be intercepted. Any violation of this sub-
section by a communication common carrier or an officer,
employee, or agency thereof, shall render the carrier liable
for the civil damages provided for in section 2520.

On page 20, line 19 through page 21, line 12, strike out all of sub-
section “(c)” and insert in lieu thereof the following new subsection:

(¢) (1) Section 2511(2) (b).is amended by inserting the
words “or otherwise engage in electronic surveillance, as
defined in chapter 120,” after the word “radio”.

(2) Section 2511(2) (c) is amended by inserting the words
“or engage in electronic surveillance, as defined in chapter
120,” after the words “oral communication” and by insert-
ing the words “or such surveillance” after the last word in the
paragraph and before the period. '

(8) Section 2511(2) is amended by adding at the end of the
section the following provision:

(e) It shall not be unlawful under this chapter or
chapter 120, or section 605 of the Commissions Act of
1934 for an officer, employee, or agent of the United
States in the normal course of his official duty, to con-
duct electronic surveillance as defined in section 2521
(b) (2) of chapter 120, for the sole purpose of determin-
ing the capability of equipment used to obtain foreign -
intelligence or the existence or capability of equipment
used by a foreign power or its agents: Provided, (1)
That the test period shall be limited in extent and dura-
tion to that necessary to determine the capability of the
equipment, and (2) that the content of any communica-
tion acquired under this section shall be retained and
used only for the purpose of determining the existence

_or capability of such equipment, shall be disclosed only

to the officers conducting the tset or search, and shall
be destroyed upon completion of the testing or search
period; and (3) that the test may exceed ninety days
only with the prior approval of the Attorney General.

On page 21, lines 14 and 15, strike out all of subsection “(e)” and
. insert 1n lieu thereof the following new subsection :

(e) Section 2515 is amended by inserting the words “or elec-
tronic surveillance as defined in chapter 120, has been made”
after the words “intercepted” and by inserting the words “or
other information obtained from electronic surveillance, as
defined in chapter 120,” after the second appearance of the
word “communication”.
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On page 22, lines 6 through 12, strike out all of subsection “(k)”
and insert in lieu thereof the following new subsection:

(k) Section 2520 is amended by deleting all before subsec-
tion (2) and inserting in lieu thereof: .

~ Any person other than an agent of a foreign power as
defined in section 2521(b)(2) (A) of chapter 120, who
has been subject to electronic surveillance, as defined in
chapter 120, or whose wire or oral communication has
been intercepted, or about whom information has been
disclosed or used, in violation of this chapter, shall (1)
have a civil cause of action against any person who so
acted in violation of this chapter and.

On page 22, after line 12, insert the following new sections:

Skc. 5. On or before March 1, 1978, and on the first day
of March of each year thereafter, the Select Committee on
Intelligence of the United States Senate shall report to the
Senate concerning the implementation of this chapter. Said

- reports shall include but not be limited to an analysis and
recommendations concerning whether this chapter should (1)
be amended, (2) repealed, or (3) permitted to continue in
effect without amendment. '

Skc. 6. (a) In the event the Select Committee on Intelli-
gence of the United States Senate shall report that this chap-
ter should be amended or repealed, it shall report out legisla-
tion embodying its recommendations within thirty calendar
days, unless the Senate shall otherwise determine by yeas and
nays.

(b) Any legislation so reported shall become the pending
business of the Senate with time for debate equally divided
between the proponents and the opponents and shall be voted
on within three calendar days thereafter, unless the Senate
shall otherwise determine by yeas and nays.

(¢) Such legislation passed by the Senate shall be referred
to the appropriate committee of the other House and shall be
reported out by such committee together with its recommen-
dations within thirty calendar days and shall thereupon be-
come the pending business of such House and shall be voted
upon within three calendar days, unless such House shall
otherwise determine by yeas and nays.

(d) In the case of any disagreement between the two Houses
of Congress with respect to such legislation passed by both
Houses, conferees shall be promptly appointed and the com-
mittee of conference shall make and file a report with respect
to such legislation within seven calendar days after the legis-
lation is referred to the committee of conference. Notwith-
standing any rule in either House concerning the printing of
conference reports in the record or concerning any delay in
the consideration of such reports, such report shall be acted
on by both Houses not later than seven calendar days after
the conference report is filed. In the event the conferees are
unable to agree within three calendar days they shall report
back to their respective Houses in disagreement.
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&

I1lisrory or Tk Biot

The Forcign Intellicence Surveillance Act of 1976, S. 3197, was in-
troduced by ‘Senator Kennedy on Mareh 23, 1976, It was cosponsored
by seven other Senators: Mr. Nelson, Mr. Mathias, Mr. Hugh Seott,
Mr. McClellan, Mr, Firuska, Mr. Bayh, and Mr. Robert C. Byrd. The
bill was referred at that time to the Committee on the Judiciary.

The Subcommittee on Criminal Laws and Procedures, chaired by
Senator McClellan, held hearings on the bill on March 29 and 30.
The subcemmittee amended the bill in several respects and ordered a
favorable report. Subsequently, on June 15, the subcommittee amend-
ment by substitution was considered and ordered reported favorably
by the Judiciary Committee.

On June'16, Senator Inouye, the Chairman of the Select Committee
on Intelligence, requested referral of S. 3197 to that Committee, pursu-
ant to the provisions of S. Res. 400, 94th ‘Congress, 2nd Session. The
bhill was ordered referred to the Select Committee upon its discharge
from the Committee on the Judiciary. '

The Subcommittee on Intelligence and the Rights.of Americans held
hearings on S. 3197 on June 29, 30, and July 1. The hearings included

one day of testimony in executive session on the needs of the intelli- -

gence community for electronic surveillance information.

The subcommittes adopted a number of amendments in response to
~ testimony received in the course of its hearings. A favorable report was
ordered on August 6.

The subcommittece amendments and some additional amendments
were adopted by the full Select Committee on Intelligence, which
on August 10 ordered S. 3197 as amended favorably reported by a
vote of 14 ayes and 1 nay, as follows:

: YEAS NAYS

. Mr. Inouye ' Mr. Morgan
Mr. Baker '

© Mr. Bayh

. ‘Mr. Stevenson
Mr. Hathaway
Mr. Huddleston

- Mr. Biden

» Mr. Hart
Mr. Case
Mr. Thurmond

. Mr. Hatfield
Mr. Goldwater -

~ Mr. Stafford
Mr. Garn

Purrose ‘oF THE SELECT COMMITTEE'S AMENDMENTS

e

The Committee on the Judiciary adopted a number of amendments
to S. 3197 for the purpose of clarifying statutory intent and providing
safeguards for the individuals subjected to electronic surveillance. The
purpose of the amendments'of the Committee on Intelligence hasbeen
to further clarify legislative intent, particularly with respect-to those
circumstances where electronic surveillance of Americans fo¥ foreign

a
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" intelligence purposes may be authorized. Procedures for ol)t.ui_nin%
foreign intelligence surveillance warrants are described in additiona
detail. An effort has also been made to strengthen protection against
abuses involving information reccived through such surveillance.
Finally, further conforming amendments have been made to Chapter
119 of Title 18, United States Code (Title 11T of the Omnibus Crime
Control and Safe Streets Act of 1968, P.L. 90-135, section 802).

Posirion or THE ADMINISTRATION

The Department of Justice has supported the enactment of S. 3197
from its introduction. As the Attorney General testified before the
Subcommittee on Intelligence and the Rights of Americans on July 1,

1976:

' Enactment of the bill will, I believe, provide major assur-
ance to the public that electronic surveillance will be used
in the United States for foreign intelligence purposes pur-
suant to carefully drawn legislative standards and procedures.
The bill ensures accountability for official action. It compels
the Executive to scrutinize such action at regular intervals.
And it requires independent review at a critical point by a
idetached and neutral magistrate.

In providing statutory standards and procedures to govern
the use of electronic surveillance for foreign intelligence pur-
poses in this country and in establishing critical safeguards
to protect individual rights, the bill also ensures that the
President will be able to obtain information essential to pro-
tection of the Nation against foreign threats. While gnarding
against abuses in the Future, it succeeds, I trust, in avoiding
the kind of reaction against abuses of the past that focuses
solely on these abuses, but is careless of other compelling
interests.

The Select Committee has worked closely with representatives of
the Department of Justice and with members of the Judiciary Com-
mittee, consistent with the mandate of S. Res. 400, Section 3, in draft-
ing amendments to clarify the language of S. 3197. It has been the
purpose of both the Committee and the Department to provide maxi-
mum protection for the civil liberties of persons who may be subject
to surveillance under this Act, while maintaining the capagility of the
United States to obtain necessary foreign intelligence by electronic
means. The bill as amended receives the Administration’s continued
support.

GENERAL STATEMENT

I. SUMMARY OF TJIE LEGISLATION

S. 3197 amends Title 18, United States Code, by adding a new
chapter after chapter 119, entitled “Electronic Surveillance Within
the United States for Foreign Intelligence Purposes.” The bill requires
a warrant for any electronic surveillance conducted for forcign intel-
ligence purposesof law enforcement. The combined effects of chapter
119 and this new chapter, if enacted, would be to require a warrant
for any electronic surveillance conducted within the United States.
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S. 3197 does not, however, require a warrant for electronic surveillance
abroad, including some surveillance of communications in which one
party may be located within the United States. The bill in' no way

authorizes warrantless wiretaps anywhere for any purpose. However, -

any constitutional power which the courts determine that the President
has, independent of statutory authority, to conduct warrantless wire-
taps abroad or for emergency purposes in unforeseen circumstances, 1f
such power exists, is expressly limited in that it can only be exercised
in the circumstances enunciated in subsections (a) and (b) of Section
2528. : :

The bill provides a procedure by which the Attorney General, upon
the general authorization of the President to conduct electronic sur-
veillanceé within the United States for foreign intelligence purposes,
may authorize applications to the courts for warrants to conduct such
surveillance. Applications for warrants are to be made to one of seven
district court judges publicly designated by the Chief Justice of the
Supreme Court. Denials of such applications may be appealed to a
steci_al three-judge court of review and ultimately to the Supreme

ourt. . _ i

“Approval of a warrant application under this bill would require a
~finding by the court that the target of the surveillance is a “foreign
power” or an “agent of a foreign power.” A “foreign power” may in-
clude a foreign government, a faction of a foreign government, a for-
eign political party, a foreign-based terrorist group, or an entity
directed and controlled by a foreign government. An “agent of a for-
eign power” includes foreigners who are officers or employees of a
foreign power as well as some American citizens or permanent resident
aliens who act on behalf of a foreign power. The court would be re-
quired to find that the facilities or place at which the electronic sur-

veillance is to be directed are being used or are about to be used by a.

foreign power or an agent of a foreign power.
Approval of the warrant would also require a finding that proce-

dures will be followed in the course of the surveillance to minimize -
the acquisition, retention, and dissemination, and to require the ex-

unging of information relating to permanent resident aliens or citi-
zens of the United States which does not relate to national defense,
foreign affairs, or the terrorist activities, sabotage activities, or clandes-
tine intelligence activities of a foreign power. Special minimization
procedures for electronc surveillance directed at entities directed and

controlled by foreign governments which are largely staffed by Amer-

icans are also subject to judicial review.

Finally, the court would be required to find that a certification or

certifications have been made by the Assistant to the President for
National Security Affairs or executive branch official or officials des-
ignated by the President from among those executive officers em-
ployed in the area of national security or defense and appointed by
the President with the advice and consent of the Senate. Such official
or officials would be required to certify that the information sought
by the surveillance requested is information essential to the national
defense or the conduct of foreign affairs of the United States or is
necessary to the ability of the United. States to protect itself against
the clandestine intelligence, terrorist, or sabotage activities of a foreign
power. The court would not be required to find that the information

1]
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sought is in fact information of the type described in the certification,
but that a detailed written certification to that effect has been made
by the appropriate official or officials.

The court could approve electronic surveillance for foreign intelli-
gence purposes for a period of ninety days. Any extension of the
surveillance beyond that period would require a reapplication to the
court and new findings as required for the original order.

Emergency warrantless surveillances would be permitted in limited
circumstances, provided that a warrant is obtained within twenty-four
hours of the initiation of the surveillance.

For purposes of oversight, S. 3197 requires annual reports to the Ad-
ministrative Office of the United States Courts and the Congress of
various statistics related to applications and warrants for electronic
surveillance, as well as an annual detailed report by the Select Com-
mittee concerning whether the law should be changed, repealed, or
allowed to remain in effect. The Select Committee on Intelligence has
added a provision that nothing in the bill shall be deemed to restrict
the authority of the Select Committee to obtain further information
related to its oversight responsibilities pursuant to S. Res. 400, 94th

Congress, 2nd Session.
StATEMENT OF NEED FOR LEGISLATION

The purpose of the Foreign Intelligence Surveillance Act of 1976
is to require a judicial warrant and to provide for legislative review of
all electronic surveillance conducted for reasons of national security.
It has long been recognized that national security wiretaps, exempted
from the warrant provisions of the Omnibus Crime Bill of 1968,
could be subject to abuse. Recent investigations by the Senate Select
Committee on Governmental Operations with Respect to Intelligence
Activities provided firm evidence that national security wiretaps
were abused and that checks upon the exercise of these clandestine

methods were clearly necessary.

The basic premise of the bill is that a warrant for national security
wiretaps can be devised which is consistent with the “reasonable
search” requirements of the fourth amendment. The Committee found
that national security wiretaps are justified in cases of espionage,
sabotage, and counter-terrorism. Far more troublesome questions arose
as to whether electronic surveillance is justified to gather economic in-
telligence or information related to, or deemed essential to, the con-
duct of foreign affairs. The Committee found that such suryeillance was
justified in certain limited circumstances to protect the security of the
United States. Because of the breadth of the authorization required for
such surveillance, each such surveillance must be the subject of a
judicial warrant procedure and must be subject to the strictest review
by the legislative branches.

Troublesome questions also arose as to whether electronic surveil-
lance of United States citizens and permanent resident aliens should
he permitted in circumstances where probable cause to believe that
there has been or is about to be a violation of the criminal law could
not be shown. The Committee has reviewed data on a variety of cir-
cumstances where it is not possible to meet a probable cause test, but
where reasonable men would agree that information essential to the
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national security can be obtained only tlxrough electronic surveillance.
The Committee has only begun to examine the possibility of resolving

this problem through expanding the criminal law in the intelligence.

area. The Committee is impressed, however, with the difliculty of
drafting constitutionally acceptable language which is sufliciently
broad to bring all intelligence activities of which the United States
needs to be aware within the ambit of the criminal law. Although it
might be possible to revise the criminal law, the difficulties experienced
in other countries with “official secrets acts” are symptomatic of the
problems. Thus, the Committee has reluctantly agreed to authorize na-
tional security electronic surveillance in the absence of probable cause
to believe that a crime has been or is about to be committed. .

‘While the Committee recognizes the requirements of the United
States for intelligence which can be obtainetd only through electronic
surveillance, we are also aware of the dangers that such surveillance
poses to individual liberties. Such electronic surveillance should be
conducted only through carefully defined procedures, with well-
defined lines of authority within the Executive branch. Finally, the
Committee is deeply committed to the view that this highly intrusive
investigative technique must be subject to judicial review and congres-
sional oversight. oo ,

“In the absence of legislation such as S. 3197, the United States is left
with two options: To abandon electronic surveillance for any purpose
other than law enforcement, and thus risk the loss of intelﬁgence of
importance to the security of the United States, or to engage in such
surveillance in’ the absence of legislative guidelines and judicial or

" congressional review. ,

In the view of the Committee, neither option is acceptable. To meet
the need posed, S. 8197 provides for constitutional checks designed to
determine whether there is a necessity for a particular electronic sur-
veillance and proper execution of a warranted “reasonable search.”
The means used is the proper involvement of all three branches in
their appropriate ways. Its main feature is that warrants for national

security wiretaps are not solely within the discretion of the Executive
y p K

branch but must be reviewed by the courts. Further, they are subject
to oversight by the Legislative branch. Under the bill, no national
security electronic surveillance in the United States, as defined in the
bill, can take place without a judicial warrant. Further, the full de-

tails of all warranted electronic surveillance are subject to legislative -

oversight. . .
Even though questions remain whether further criminal statutes

mmight be desirable to cover areas now in the amorphous national secu-
rity area, the procedure provided by the bill is a great advance over
the existing legal situation in which national security wiretaps lie out-
side of constitutional review by the courts or the Legislature.

SECTION-BY-SECTION ANALYSIS

"Section 1 of the bill provides that the Act may be cited as the
“Foreign Intelligence Surveillance Act of 1976.”
, Section 2 of the bill amends the Omnibus Crime Control and Safe
Streets Act of 1968 (Pub. L. 90-351, Title III, section 802) by adding
 niew chapter 120 and items 2521-2528:
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Section 2621

Subscction (a) provides that except for those terms specifically
defined in this section the definitions of chapter 119, relating to the
interception of wire and oral communications, apply to this chapter as
well.

Subsection (b) (1) defines “foreign power” in five separate ways:

(A) “A foreign government or any component thereof, whether or
not, recognized Ey the United States.” This category would include
foreign governmental establishments which are located in the United
States.

(B) “A faction of a foreign nation or nations, not substantially
composed of permanent resident aliens or citizens of the United
States.” This category is intended to include factions of a foreign
nation or nations which are in a contest for power over, or control of
the territory of, a foreign nation or nations. The faction must be
foreign-based and controlled from abroad. Specifically excluded from
this category is any faction of a foreign government or government,
which is substantially composed of permanent resident aliens or citi-
zens of the United States.

(C) “An entity, which is directed and controlled by a foreign gov-
ernment or governments.” This category is intended to include two
types of entity: (i) An entity which appears to be a Jegitimate foreign
commercial establishment, but which 1s being utilized by a foreign
government as a cover for espionage activities; and (i1) a legitimate
foreign commercial establishment which is directed and controlled
by a forcign government and which, because of the nature of its oper-
ations, constitutes an essential source of valuable foreign intelligence
information which would otherwise be unavailable to the U.S. Govern-
ment. :

The Committee is concerned about the realistic possibility that many
wholly innocent permanent resident aliens or citizens of the United
States might be employed by such entities, and that their rooms and
telephones could be subject to surveillance under this category. The
Committee would have preferred to have required that any such entity
to be surveilled not be substantially composed of permanent resident
aliens or citizens of the United States. If such a requirement were to
have been included in the bill, those entities which were established
as “covers” for espionage would have needed only to hire a number.
of Americans in order to avoid electronic coverage. Accordingly, such
a requirement has not been included. In order to provide adequate
protection for innocent Americans, however, the Committee has in-
cluded a “minimization” requirement, see Section 2524(a) (6), nfra,
to insure that the conversations of such persons are not surveilled.

A law firm in the United States which represents a foreign govern-
ment or an interest of a foreign government is not by such representa-
tion “an entity, which is directed and controlled by a foreign govern-
ment or governments.”

(D) “A foreign-based terrorist group.” This category means a
foreign-based group whose primary activities involve “terrorist activi-
ties” as defined élsewhere in the bill. (See subsection (b)(3), infra).

1This bill 1s not Intended, of course, to repeal or abrogate the Vienna Conventlon

on Diplomatic Relations, which was ratifled by the Senate and ca into eff i
United States on December 13, 1972, v me into effect in the

S. Rept. 94-1181—76-——3
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The category does not include a group of American citizens or perma-
nent, resident aliens who are living or headquartered abroad.

(E) “A foreign-based political organization, not substantially com-
posed of permanent resident aliens or citizens of the United Stafes.”
This category is intended to include those foreign political parties
which are mere instrumentalities of a foreign government and which
are not substantially composed of Americans. This category is not
intended to include political parties which are not directed and con-
trolled by a foreign country, and clearly does not include organiza-
ticns comprised of Americans of Greek, Irish, Jewish, Chinese or
other extraction, who have joined together out of interest in or concern
for the country of their ethnic origin.

Subsection (b) (1) defines an “agent of a foreign power” in two
separate ways. Subparagraph (A) includes officers or employees of
foreign powers who are not United States citizens or aliens lawfully
admitted for permanent resident. The definition is framed in this way
because it is presumed that nonresident aliens who are officers or
employees of a foreign power are likely sources of foreign iniclligence

_information. Employees of a foreign power are meant to include those

persons who have a normal employee-employer relationship. The sub-

paragraph is not intended to encompass such foreign visitors as pro-

fessors, lecturers, exchange students, performers, or athletes, cven
if they are receiving remuneration or expenses from their home gov-
ernment in such capacity. ~
Subparagraphs (B), (C) and (D) of subsection (b)(1) comprise
the second definition of “agent of a foreign power.” They define the
agent in terms of the activities in which he is engaged for or on behalf

_of a foreign power.

Subparagraphs (B) (i) and (ii), and (C) (1) and (ii) encompass
any person who is (i) knowingly engaged in terrorist or sabotage
activities for or on behalf of a foreign power, or who (i1) consciously
conspires with, aids, or abets such a person, with knowledge of what
that person is doing and for whom he is doing it. “Terrorist activities”
and “sabotage activities” arc defined elsewhere in the bill and must he
criminal in nature. (See subparagraphs (b) (3) and (b) (4) nfra).

Under subparagraph (B) (i) and (C) (1) the person to be surveilled
must be shown to have a knowing and substantial connection with the
foreign power for whom he is working. In the case of terrorvist activi-
ties, 1t is anticipated that in most cases that connection will be shown
to exist with a “foreign-based terrorist group.” In no event may mere
sympathy for, or identity of interest with, the goals of a foreign group
or government be sufficient. The person to be surveilled must be
clearly and knowingly acting for or on behalf of the foreign power
itself, in a principal-agent relationship. The Committee intends that
this bill not authorize electronic surveillance under any circumstances
for the class of individuals included by the Supreme Court within the
scope of the Aeith decision requiring judicial warrants for alleged
threats to security of a purely domestic nature. )

The same knowing and substantial connection with a foreign power
must likewise be found to exist with respect to the person who is
knowingly acting “in furtherance of” terrorist or sabotage activities.

The “in furtherance of” phrase is in no way intended to dilute the

requirements of knowledge, active engagement in the activities, or the
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requisite connection and agency relationship with the foreign power,
and has been included only in order to permit electronic coverage at
some point prior to the moment when the danger sought to be pre-

-vented, ¢.g., a kidnapping, hombing, or hijacking, actually occurs.

Subparagraphs (1B3) (i1) and (C) (ii) encompass those persons who
consciously conspire with, aid, or abet.a person who 1s knowingly en-
gaged in terrorist or sabotage activities for or on behalf of a foreign

_power, In order to target electronic surveillance against someone who

1s not himself engaging in terrorist or sabotage activities for a foreign.
power, but who 1s allegedly conspiring with or aiding and abetting a
person engaged in such activities for a foreign power, the Government,
would have to establish probable cause that the prospective target
knew both that the person with whom he was conspiring or whom he
was aiding or abetting was engaging in such activities as an agent of
a foreign power and that his own conduct was assisting or furthering
such activity. The knowledge requirement is therefore applicable to
both the status of the person being aided by the subject of the sui-
veillance and the nature of the activity being promoted.

In the case of a person alleged to be knowingly aiding or abetting

those engaged in terrorist activities for a foreign power, such a person
might be assisting a group-which is engaged in both lawful political
activity and unlawful terrorist acts. In such a case, it would be neces-
sary to establish probable cause that the individual was aware of the
terrorist activities undertaken by the group and was knowingly fur-
thering them, and not merely that he was aware of and furthering
their lawful activity.

Subparagraphs (D) (i) and (ii), and (E), encompass the third
category of activities (other than terrorism and sabotage) for which
any person (foreigner, citizen, or permanent resident alien) who has
a substantial connection with a foreign power may be subjected to
electronic surveillance under this bill. This is the category which in-
volves clandestine intelligence activities. This category includes three
classes of people : ’

Subparagraph (D) (i) is intended to include these persons who ave
knowingly acting for or on behalf of a foreign power and are know-
ingly engaged in clandestine intelligence activities in violation of
federal criminal law. Once again, as was the case with respect to per-
sons engaged in terrorist or sabotage activities (subparagraphs (B) (1)
and (C) (1)), the person to be sufveilled must be demonstrated to have
a lkmowing and substantial connection with a foreign power. The Com-
mittee wishes to stress that this bill is not intertled to authorize elec-
tronic surveillance under any circumstances for the class of individu-
als included by the Supreme Court within the scope of the Keith deci-
sion requiring judicial warrants for alleged threats to security of a
purely domestic nature. In short, under this sibparagraph, the person
to be surveilled must be cléarly and knowingly acting for or on behalf
of a foreign power itself. There must be a principal-agent relation-
ship under which the alleged agent has undertaken to‘do the bidding
of his foreign principal. Or, as described by the Attorney General in
his testimony before the Committee, the agent must be shown to have
achieved the status of.“a secret agent who operates as part of the
foreign intelligence service of a foreign power.” ?

% Hearings, p. ——, July 1, 1976.
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Under this subparagraph, the agent must be knowingly engaged in
“clandestine intelligence activities” which violate or will violate federal
criminal law. It is anticipated that most of the persons surveilled will
be violating the criminal espionage laws which appear in title 18, U.S.
Code, sections 792-799, 951 (see e.g., Abel v. U.8., 362 U.S. 217) ; title

42,U.S. Code, sections 2272-2278b ; and title 50, U.S. Code, section 855,

for the term “clandestine intelligence activities” is directed primarily
toward those traditional activities associated with “spying.” In addi-
tion to the activities which fall within the substantive statutory def-
inition of spying are activities directly related to spying which may
constitute violations of laws which proscribe the aiding and abetting
of spying, such as maintaining a “safehouse” for secret meetings, serv-
icing “letter drops” to facilitate covert transmission of instructions
or information, recruiting new agents, or infiltrating and exfiltrating
agents under deep cover to and from the United States.

Apart from the types of activities specifically proseribed by the
espionage laws, the bill is intended to permit the surveillance of foreign
intelligence agents who are collecting industrial or technological in-
formation which, if disclosed to a hostile foreign power, would present
a significant threat to the security of the nation. In such a case, the
Government would have to establish that the agent was collecting or
transmitting such information in a2 manner which would constitute a
violation of some other federal statute, such as title 18, U.S. Code,
section 2514, which proscribes the interstate transportation of stolen
property. It also seems clear that in some cases the knowing transfer
of technological information to a foreign country without a license
from the federal government would be unlawful under the “Export
Administration Act” (Title 50, U.S. Code, sections 2021-2032).

However, clandestine collection of information regarding the busi-
ness plans or trade secrets of an American company which merely
might provide a competitive advantage to foreign firms, for example,
in bidding on a contract with a third country—even if such collection
violated a federal criminal statute—would not be “clandestine intel-
ligence activity”.

“In addition to conventional “spying,” that is, the gathering of in-
formation, the intelligence agencies of foreign powers also engage
in covert action designed to influence events in this country. Under

this subparagraph, however, only if such covert political action in--

volves a violation of federal criminal law, such as Title 18, U.S. Code,

section 201 (bribery of public officials) and is undertaken directly on

behalf of a foreign power, would it be encompassed by this subpara-
raph. .

T%e bill does not authorize electronic surveillance when the activ-
ities, even though secret and conducted for a foreign power, involve
lawful acts such as lobbying. And clearly excluded is any activity
which involves the lawful exercise of first amendment rights of speech,
petition, assembly, and association. In no event may political activity
within the ambit of the protections afforded by the first amendment
be the basis, or form any part of the basis, for finding that an American
citizen or permanent resident alien is engaged in “clandestine in-
telligence activities.”

Thus, failing to comply fully with the Foreign Agents Registration.
Act (22 U.S.C. 611, ¢t seq.) in and of itself is not intended to be
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clandestine merely because the agent secks to lobby Congress or in-
fluence public opinion on matters relating to the national defense or
foreign affairs. Americans exercising their right to lobby public offi-
cials or to engage in organized political dissent from official policy
may well be in contact with representatives of foreign governments
and groups when the issues concern foreign affairs or International
economic matters. In the future, Americans must continue to be free
to communicate, about such issues and to obtain information or ex-
change views with representatives of foreign governments or with
foreign groups, free from any fear that such contact might be a basis
to find probable cause they are acting at the direction of a foreign
power, thus triggering the Government’s power to conduct electronic
surveillance.

The word “involve” as used in this subparagraph is not intended
to encompass any individuals who are not actually engaged in a viola-
tion of federal law. It is intended to encompass a violation of federal
law which is an integral part of the clandestine intelligence activity.
The phrase “will involve” which also appears in this subparagraph Is
likewise in no way intended to diminish or dilute the nature of the
criminal activity to be establislied. ‘T'he only purpose of its inclusion
is in order to permit electronic coverage at some point prior to the time
when the actual crime sought to be prevented, for example the actual
passage of classified documents, actually occurs. The Committee recog-
nizes that under this explanation an argument might be made that a
person could be surveilled for an inordinate period of time. That isnot
the intention. And indeed, even upon an assertion by the government
that an informant has claimed that someone has been instructed by a
foreign power to go into “deep cover” for several years before actually
commencing his espionage activities, such facts would not necessarily
be encompassed by the phrase “will involve.” Indeed, under the exten-
sion provisions of section 2525 (c), discussed in greater detail infra, the
judge can insist on examining the fruits of any earlier surveillance to
determine whether he continues to be satisfied that there is probable
cause to believe that the individual will be involved in clandestine
intelligence activities.

Subparagraph (D) (ii) encompasses those persons who consciously
conspire with, aid, or abet a person who is knowingly engaged in crim-
inal clandestine intelligence activities for a foreign power. In order
to target electronic surveillance against someone who is not himselt
engaging in such activities for a foreign power, but who is allegedly
conspiring with or aiding and abetting a person engaged in such
activitics for a foreign power, the Government would have to establish
probable cause that the prospective target knew both that the person
with whom he was conspiring or whom he was aiding and abetting was
engaged in such clandestine intelligence activities as an agent of a
foreign power and that his own conduct was assisting or furthering
such activity. The knowledge requirement is therefore applicable to
both the status of the person being aided by the subject of the surveil-
lance and the nature of the activity being promoted.

An illustration of the “knowing” requirement is provided by the
case of Dr. Martin Luther King. Dr. King was subjected to clectronic
surveillance on “national security grounds” wheén he continued to
associate with two advisers whom the Government had apprised him
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were suspected of being American Communist party members and,
by implication, agents of a foreign power. Dr. King’s mere continued
association and consultation with those advisers, despite the Govern-
ment’s warnings, would clearly not have been a suflicient basis under
this bill to target Dr. ing as the subject of electronic surveillance.
Indeed, even if there had been probable cause to believe that, the ad-
visers alleged to be Connnunists were engaged in eriminal clandestine
intelligence activity {or a foreign power within the meaning of this
section, and even it there were probable cause to believe Dr. King was
aware they were acting for a foreign power, it would also have been
necessary under this bill to establish probable cause that Dr. King was
knowingly engaged in furthering his advisers’ criminal clandestine
intelligence activities. Absent one or more of these required showings,
King could not have been found to be one who knowingly aids or abets
a foreign agent.® _ :
Subparagraph (E) encompasses the third class of “targetable™ per-
sons who are involved in clandestine intelligence activities. This sub-
paragraph reflects the only situation in which a permanent resident
alien or citizen of the United States may be surveilled even though the
Government cannot establish that he is involved in specific criminal
activity. It is the Committec’s judgment, however, that this subpara-
eraph contains standards sufficiently stringent so as to afford an ex-
tremely high standard of protection consistent with Fourth Amend-
ment requirements. The Committee has also concluded that this restric-
tive class of “targetable” persons is essential to (Government’s ability
to protect itself against the clandestine intelligence activities of a
hostile foreign intelligence service. * o
"This subparagraply is necessary in order to permit the Government
to adequately investigate cases such as those where federal agents have
witnessed a series of “meets” or “drops” between a hostile foreign in-
telligence ofticer and a citizen who might have access to highly classified
or ofher similarly sensitive information; information is being passed,
but the federal agents have been unable to determine precisély what
information is being transmitted. Such a lack of knowledge wonld
of course disable the government from establishing precisely what
crime was being committed. Nevertheless, the Committee helicves that
in some such cases the circumstances might be such as to make it a
potentially extremely dangerous situation which could result in signif-
_icant harm to the security of the Nation. Accordingly the bill permits,
through this subparagraph, the surveillance of the citizen'involved 1f
the Government can establish that there is probable cause to believe
that he was . ‘ :
(1) Acting pursuant to the direction of a foreign intelligence
service;

3 Mere membership in the United States Community party s not today sufficient
nnder this bill to establish probable cause that a person is acting for a foreign power
or that he is engaged in criminal clandestine intelligence activities.

Moreover, even if additional Informadtion established probable cause to bélleve some
members of the party were acting for a forelgn power, nelther efforts to collect infor-
niation about the plans and program of the civil rights movement or other politieal
protests, nor efforts to stimulate or shape them would constitute criminal clandestine
intelligence activity within this sectlon. Gathering information about the movement
would neither be criminal esplonage nor involve economic or technical information

_relating to the national secnrity. Similarly. since the civil rights protest movement
itself involved constitutionally protected rights of association. speech and petition for
redress of grievances. efforts by a foreign power to involve {tself in such a movement are
mttgnlrlted to be specifically excluded from any interpretation of clandestine inteiligence
activity. . ' .
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(2) Transmitling information to the forcign intelligence serv-
jce in a manner intended to conceal either the nature of the in-
formation being transmitted or the fact that it was being trans-
mitted : and

() Transmitting the information under circumstances which
would lead a reasonable man to believe that the information will
he used to harm the security of the United States, or that lack of
knowledge by the United States government about what is being
transmitted will harm the security of the United States.

Tn applying the “reasonable man” test, the judge is expected to take
all the known circumstances into account, e.g., who the American is,
where he is employed, whether he has access to classified or other sen-
sitive information, the nature of the clandestine meetings (e.g., whether
it is merely in an out-of-the-way restaurant, as opposed to a hidden
location in a distant city), the method of transmission (e.g., handing
over a sealed envelope in a public place, as opposed to using a “drop”),
and whether there are any other reasonable explanations for the be-
havior. Tt is clear, moreover, that the circumstances must not merely
be suspicious, but must be of such a nature as to lead a reasonable
man to conclude that the information being transmitted will be used
to harm the security of the United States.

This subparagraph also recognizes that there are also certain rare
situations where, for example, a citizen who has access to classified in-
formation is clandestinely meeting with a known intelligence officer of
a hostile foreign power, and it is therefore essential that the United
States find ont what is transpiving between them because a lack of
knowledge by the U.S. Government about what is being transmitted
will harm the security of the United States. In such a situation, if the
judge concludes that a reasonable man would conclude that such lack
of knowledge “will harm the security of the United States,” an Ameri-
can might also be targetable.

Subscetion (b) (3) defines “terrorist activities” as activities which
are criniinal, and violent or dangerous to human life. The purpose of
the activities must be either the forceful intimidation of a substantial
portion of the civilian population or_the intimidation of national
Joaders in order to force a significant change in governmental policy.
Lxamples of such activities would be the detonation of bombs In a
metropolitan area, the kidnapping of a high-ranking government offi-
¢inl or the hijacking of an airplane in a deliberate and articulated
effort to force the government to release a certain class of prisoners or
to suspend aid to a particular foreign country.

Subseetion (b) (4) defines “sabotage activitics” as activities which
constitute crimes punishable under chapter 105 of title 18, U.S. Code.

Subsection (b) (5) defines “foreign intelligence information” to in-
clude five tvpes of information, which, while not mutually exelusive,
tend to be distingnishable. Subparagraph (A) of this subsection is
defined as information deemed necessary for the United States to pro-
tect itself against actual or potential attack or other similarly grave
hostile acts of a foreign power or its agents. This category is intended
to encompass information concerning foreign military capabilities and
intentions as well as grave acts of force or aggression which would have
serious adverse consequences to the national security of the United
States. The term “hostile acts” must be read in the context of the sub-



paragraph which is keyed to actual or potential attack on the Uniled
States. The Attorney General has testified that ©it 1s the act ynl or po-
tential attack which really gives flavor to what 1s meant.” * 'l hus, only
the most “grave” types of “hostile acts” would be envisioned as falling
within this provision. ) ) ) .
Subparagraph (1) of this subscction includes information which
because of its importance is deemed essential (1) tothe national defense
or the security of the Nation or (ii) to the conduct of the foreign aflairs
of the United States. This subparagraph also requires that the infor-
mation sought involve “information with respect to foreign powers or
territories”, and would therefore not include information about the
views or planned statements or activities of Members of Congress,
executive branch officials or private citizens concerning the foreign
affairs of the United States. o
It is anticipated that the types of “foreign intelligence information”
* defined'in subparagraphs (A) and (B) will be the type songht when
an electronic surveillance.is instituted upon the type of foreign power
defined in Section 2521 (b) (1) (A), (B), (C), and (E), or upon most
of the foreign agents defined under Section 2521 (b) (2) (A).
Subparagraph (c) of this subsection includes information which is
decmed necessary for the United States to protect against the terrorist
activities of a foreign power or foreign agent. It is anticipated that
the type of information described in this subparagraph will be the
type sought when an electronic surveillance is instituted upon the type
of foreign power defined in Section 2521(b) (1) (D), or upon the type
of foreign agent defined in Section 2521(b) (2) (i) and (i1).
Subparagraph (D) of this subsection includes information which
is deemed necessary for the United States to protect itself against
the sabotage activities of a foreign power or foreign agent. It is antic-
ipated that the type of information described in this subparagraph -
will be the type sought when an electronic surveillance is instituted
upon the type of foreign power defined in Section 2521 (b) (1) (A), ot
u}éon the type of foreign agent defined in Section 2521(b) (2) (A) and

Subparagraph (E) of this subsection includes information which
is deemed necessary to the ability of the United States to protect
itself against the clandestine intelligence activities of an intelligence
service or network of a foreign power or foreign agent. It is antici-
pated that the type of information described in this subparagraph
will be the type sought when an electronic surveillance is instituted
upon the type of foreign power defined in Section 2521(b) (i) (A) or
(C), or upon the type of foreign agent defined in Section 2521 (b) (2)
(A) or (D). This subparagraph encompasses classic counterintelli-
gence information ; that is, information deemed necessary to our abil-
ity to discover and protect the Nation against the activities of clan-
destine intelligence services of foreign powers which are directed
against the security of the Nation. This subsection is not intended to
encompass information sought about dissident political activity by
Americans alleged “necessary” to determine the nature and extent of
any possible involvement in those activities by the intelligence services
of foreign powers. Such a dragnet approach to counterintelligence has

4 House hearings, pp. 10-11, June 2, 1976.
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been the basis for past improper investigations of Americans and is
not intended to be included as a permissible avenue of “foreign intelli-
gence” collection under this subparagraph. Nor does this subpara-
eraph include efforts to prevent “news leaks” or to prevent publica-
tion of such leaked information in the American press, unless there
is reason to believe that such publication is itself being done by an
agent of a foreign intelligence service and that such publication would
advergely affect the national security. v

The “necessary” standard found in subdefinitions (A}, (C), (D),
and (E) is intended to require more than a mere showing by the
covernment that the information would be significant or useful. It is
often contended that the intelligence analyst, if not the policy-maker
himself, must have every possible bit of information about a subject
lecause it might prove an important piece of the larger picture. In
that sense, any information relating to the specified purposes might be
ealled “necessary” but such a reading is clearly not intended. Rather,
{he term “necessary” is intended to insure that only the most important
information defined in subdivisions (A), (C), (D), and (E) will be
acquired pursuant to this chapter.

“Hesential” is used in subparagraph (B) because of the more
smorphous natnre of the information which can be nequired under
this subparagraph. While subparagraph (A) deals with positive for-
eign intelligence involving actual or potential attack or comparable
hostile acts and subparagraphs (C), (D), and (F) cover terrorist,
subotage and counterintelligence information, subparagraph (I3)
potentially brings within the definition of foreign intelligence infor-
mation a broader range of material dealing with the national defense
and foreign affairs of the United States. Therefore, the information
soncht. must be deemed “essential.”

The Committee has also made clear by amendment of the “foreign
intelligence information” definition, that in no event will information
ahout a United States citizen’s private affairs be deemed “foreign in-
telligence information” unless it directly relates to his activitics on
behalf of a foreign power. This has been achieved by including in each
subsection of the foreign intelligence definition an additional require-
ment, that the information sought actually “relates to” the type of
information deemed necessary or essential. For example, the govern-
ment could not seek purely private lifc information about a United
States citizen or permanent resident alien, who is a suspected spy. upon
a theory that they might learn something which would be “compromis-
ing.” Instead, the bill, as amended, makes clear that the only informa-
tion about U.S. citizens or permanent resident aliens which may be
souht must not only be necessary to the ability of the U.S. to protect
itself against clandestine intellizgence activities, but must alse “relato
to” the activities themselves. This restriction might not always be fully
anplicable to agents of foreign powers as defined in Section 2521(b)
(2) (A). because information even about their private lives may itself
he foreign intelligence information because: For example, such infor-
mation might identify their true statns or reveal the intentions or
activities of the foreign power of which they are officers or employces.

Paragraph (6) defines “clectronic surveillance” to include three sep-
arate types of activities. Subparagraph (A) includes the acanisition, by
an electronic, mechanical or other surveillance device, of the contents
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of a wire communication without the consent of any party thercto when
such acquisition occurs in the United States while the communication
is being transmitted by wire. As this subdefinition makes clear, the
location of the parties to the wire communication is immaterial if the
acquisition occurs within the United States. Thus, either a wholly
domestic telephone call or an international telephone call can he the
subject of electronic surveillance under this subdefinition if the ac-
(uisition of the content of the call takes place in this country and if
stich acquisition occurs “while the communication is being transmitted
by wire.” This second qualifier is necessary because the definition of
“\ire communication” under 18 U.S.C. 2510(1) includes any communi-
‘cation “made in whole or in part” through wire facilities. Because
most telephonic and telegraphic communications are transmitted at
least in part by microwave radio transmissions, subdefinition (A)
is meant to apply only to those surveillance practices which are ef-
fected by tapping itto the wire over which the communication is being
transmitted. The interception of the mierowave radio transmission 1s
meant to be covered by subdefinition (BB) if the sender and ali intended
recipients are located within the United States. )

Subparagraph (B) includes the acquisition by an electronie,
mechanical, or other surveillance device of the contents of a radio com-
munication, without the consent of any party thereto, made with a
reasonable expectation of privacy where both the sender and all in-
tended recipients are located within the United States. i.e., a totally
domestic radio communication. This part of the definition wonld
reach not only the acquisition of communications made wholly by
radio but also the acquisition of “wire communications” by means of
intercepting the radio transmitted portion of those communications
where the communication is between persons who are all located
within the United States. The territorvial limits of this subdefinition
are not dependent on the point of acquisition, as is the case with
subdefinition (A), but on the locations of the communicants. Thus, the
acquisition; of radio communications outside the territorial limits of
the United States would be covered if all of the communicants were
located within the United States. Only acquisition of those domestic
radio communications made with a reasonable expectation of privacy
would be included in the term “electronic surveillance.” This would
exclude, for example, commercial broadcasts, as well as ham radio
(47 U.S.C. section 605), and citizen band radio broadcasts. United
States v. Hall, 488 ¥.2d 193 (9th Cir. 1973). :

The effect of subparagraphs (A) and (B) of section 2521(h) (2),
therefore, is to include within the term “electronic surveillance” the
nonconsensual ac(lluisition of all domestic radio communications made
with a reasonable expectation of privacy, and the nonconsensual
acquisition within the United States of all wire communications, ds
defined in 18 U.S.C. section 2510(1), except those international wire
communicatigns which are acquired by intercepting the radio trans-
mitted portions of the communications. '

The reason for excepting from the definition of “electronic surveil-
lance” the acquisition of international radio transmissions, including
international wire communications when acquired by intercepting
radio transmissions, is to exempt from the procedures ‘of the bill the
signals intelligence activities of the National Security Agency.

©
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Although it may be desirable to develop legislative controls in this
area, the Committee has concluded that these practices are sutliciently
difterent from traditional electronic surveillance techniques, both con-
ceptually and technologically, that they should be considered sep-
arately gy the Congress.® Attorney General Levi recognized this fact
when he stated, in his testimony before a House subcommittee :

Interception of international communications, beyond
those covered by the bill, involves special problems and cir-
cumstances that do not fit the analysis and system this bill
would impose. This is not to say that the development ot
legislative safeguards in the international communications
arca is impossible. T know it will be extremely difficult and
will involve different considerations. I believe it will he
wnfortunate, therefore, to delay the creation of safeguards
in the area with which this bill deals until the attempt is
madeé to cover what is essentially a different area with ditfer-
ment problems.®

The fact that this bill does not bring these activities within its pur-
view, however, should not be viewed as congressional authorization
of such activitics. This committee merely recognizes, both in this
definition and in section 2528(a), that this particular signals intelli-
wence activity is not covered by the procedures outlined in this bill.
In any case, the requirements of the fourth amendment would, of
course, continue to apply to this type of communications intelligence
activity.’

Subparagraph (C) Dbrings within the definition of “electronic sur-
veillance” the acquisition of information, not transmitted as a wire
communication or radio communication, by the installation or use of
an electronic, mechanical, or other surveillance device in the United
States under circumstances in which a person has a constitutionally
protected right of privacy. This is intended to include the acquisition
of oral communications made by a person exhibiting an expectation
that such -utterances are not subject to acquisition, under circum-
stances justifying such expectation. In addition. it is meant to inclnde
the installation of beepers and “transponders.’” if a warrant would he
constitutionally reqnired in the ordinary criminal context. I'nited
States v. Holmes, 521 F. 2d 859 (5th Cir. 1973), rehearing en hanse -
aranted, 525 F. 24 1364 (1976) : United States v. M artuniuk. 395 F.
Supp. 42 (D. Or. 1975). It could also include miniaturized television
cameras and other sophisticated devices not aimed merely at
communieations.

This part of the definition is meant to be broadly inclusive. beeanse
the effect of inclunding a partienlar means of surveillance is not to
prohibit it but to subject it to judicial oversight. (See section 2528

8 The nature of Na'ﬂonnl Security Agency activities, the purposes of such activities and
the technnlogical problems arsociated with snch activities have heen enrefully documented
he the Church rommittee in vol. ITI, pages 733 et seq. See also, IT Church committen
52-0, 108, and 20R-R11.

6 Henrings before the House Subcommittee on Courta, Cévil Iibertier and the Adminiatra-
tion of Justice of the House Judiciary Committee, Foreign Intelligence Surveillance Act
of 1976, 94th Cong.. 24 sess, 10-11 (1978) (hereinafter referred to as House Hearings).

7The committee noter with approval. however. that hroadscale electronic surveillance
of American citizens while abroad has heen limited in part by both the President’s Executive
Order apnlieable to the foreign intellizence agencles and Densrtment of Justice directives
to the intelligence community. See Fzccutive Order No. 11905. February 18, 1976 testi-

monv of Attorney General Edward H. Tevi before the Churech Commitiee, Novemher 6,
1975. p. 15. Thus, the surveillance of journallists such as Joseph Kraft would be prohibited.
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infre.) It is not meant to include, however, the aciuisition of those
international radio transmissions or international wire communica-
tions, when acquired by intercepting radio transmissions, which are
excluded from subparagraphs (A) and (B) of this paragraph. Nor,
as carlier indicated, is it meant to require a court order in any case
where a search warrant would not be required in an ordinary criminal
context. 1t has been held, for example, that fourth amendment protec-
tions do not extend to activities undertaken in the open where a
participant could reasonably anticipate that his activities might he
observed. Air Pollution Variance Board v. Western Alfalfa Corp.,
416 U.S. 861 (1974). But two persons in a public park, far from any
stranger, would not reasonably anticipate that their conversations
could be overheard from afar through a directional microphone, and
so would retain their right of privacy. Of course, law enforcement
oflicers may, if they wish, continue to obtain an ordinary scarch war-
rant or chapter 119 court order if the facts and circumstances so
justify it.

The definition of “electronic surveillance” comprising the intercep-
tion of wire communications and radio transmissions has an explicit
exception where any: party has consented to the interception. This 13
intended to continue the law regarding consensual interceptions found
in 18 U.S.C. section 2511(2) (¢) and in the case law interpreting
47 U.S.C. section 605. Lopez v. United States, 375 U.S 427 (1963) ;
Leathbun v United States, 355 U.S. 197 (1957). Whether consent may
be inferred in a particular case will depend on the facts and
circumstances.

That part of the definition of “clectronic surveillance” comprising
the installation of a device requires that the acquisition of information
be under circumstances in which a person has a constitutionally pro-
tected right of privacy. There is no such right in those situations
where the interception is consented to by at least one party to the
conversation. For instance, a body microphone placed on an informer
with his consent is an installation of a device to acquire information,
but a person speaking to the informer has no justifiable expectation
that the informer will not repeat, record, or even transmit by a minia-
ture transmitter what the person voluntarily tells the informer. By
telling the informer something, the person has, with respect to that

“information, surrendered his expectation of privacy vis-a-vis the in-
former. Such a situation is not, of course, limited to body microphones.
Telephone conversations to which one of the parties has consented
and microphones installed with consent would be functionally equiva-.
lent. What is important is the consent. ‘So long as one party to the
conversation has consented to the surveillance, the other party has no
justifiable expectation of privacy in which he voluntariﬂy reveals to
the party who has consented to the surveillance. United States v.
W hite, 401 U.S. 745 (1971). Thus, the absence of a reasonable expec-
tation of privacy where one party consents to the surveillance is the
cquivalent of the explicit consent provision in 18 U.S.C. section
2511(2)(c).

Paragraph (7) defines “Attorney General” to mean the Attorney
General of the United States or, in his absence, the Acting Attorney
General. Notwithstanding any other provision-of law, the power to
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act under this legislation may not he delegated by the Attorney Gen-
eral. (ordano v. United States, 416 U.S. 505 (1974.)

Paragraph (8) -defines “minimization procedures” as procedures
whicell will minimize the acquisition of any information which is not
forcign intelligence information, will assare that no information
which is not foreign intelligence information will be maintained, and to
assure that all foreign intelligence which is obtained will be used only
as provided in Section 2526 of the bill.

Section 2522

This section authorizes the submission of applications to a judge for
a court order approving the use of clectronic surveillance under this
chapter. Applications may be submitted only if the President has, by
prior written authorization, empowered the Attorney General to ap-
prove the submission. This section docs not require the President to
authorize each specific application; he may anthorize the Attorncy
General generally to seek applications under this chapter or upon such
terms and conditions as the P’resident wishes so long as the terms and
conditions are consistent with this chapter.

Secction 25%3 _

Subsection (a) provides for the public designation by the Chief Jus-
tice of seven Umited States district court judges, any one of whom may
hear applications and grant orders under this chapter. Tach judge
shall have nationwide jurisdiction, but the Committee contemplates
that there will be some geographic dispersion among them.

"The subsection provides that none of the designated judges shall
have jurisdiction to hear an application for clectronic surveillance if
that application has been previously denied by another of the desig-
nated district judges. This provision is intended to muke clear that if
the government desires to pursue an application after a denial, 1t must
seck review in the special court of review established in subsection (b),
it cannot apply to another district judge.

The subsection further provides that a designated distiict judge
who denies an application for clectronic surveillance shall provide a
complete written statement of the reasons for the denial, and, if the
government seeks review of the decision, forward that statement and
other elements of the record to the special court of review, This willk
ensure that the special court of review 1s fully informed of the proceed-
ings in the district court as it reviews the case.

Subsection .(b) provides for the public designation by the Chict
Justice of three judges from the federal courts of appeals or district
courts who shall sit together as a special court of review having juris-
diction to review denials of applications made to the individual judges
designated in subsection (a). 1f the special court of review determines
that an application was properly denied, it shall provide a written
statement of the reasons for its decision and, if the government seeks
to appeal, forward the complete record to the Supreme Court, which
will have jurisdiction to review the decision.

_ Subsection (c) provides for the expeditious handling of all proceed-
ings under this chapter and also states that the Chief Justice, in con-
sultation with the Attorney General, shall establish security measures
under which applications made and orders granted shall be maintained.
The Committee contemplates that the record of applications made and
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orders granted by the several judges designated ander this chapter
chall be maintained in such a way that the judges designated under
this chapter shall have access to the records of actions taken by the
other judges similavly designated.

"Phe Seleet Committee's amendments to Section 2523 as reported by
the Judiciary Committee added provisions for the public designation
of judees, the denial of jurisdiction of designated district judges to
hear applications previously denied by another district judge, and the
forwarding of a complete record of proceedings to the higher coutt
in each stage of the review proceedings.

Neelion 252
This section is patterned after 18 U.S.C. section 2518 (1) and (2),
and specifies what information must be included.in the application.

Applications must be made in writing and under oath or affirmation
by a federal officer. If the officer making the application is unable to
verify personally the accuracy of the information or representations
wpen which the application is based, the application must also include
atliclavits by investigative or other officers who are able to provide such
personal verification. Thus, for example, if the applicant was an attor-
hey in the Department of Justice who had not personally gathered
the information contained in the application, it would be necessary
that the application also contain an affidavit by the investigating officer
personally attesting to the status and reliability of any informants or
other covert sources of information. By this means the source of all
information contained in the application and its accuracy will have
been sworn to by a named offical of the United States Governmen
and a enain of responsibility established for judicial review. :

Ioach application must be personally approved by the Attorney Gen-
eral, who may grant such approval if he finds that the appropriate
procedures have been followed. The Select Committee amended this
section to make perfectly clear that the Attorney General’s approval
was discretionary rather than mandatory. The Attorney General shall
also state in writing his belief that the facts and circumstances relied
upon for the application would justify a judicial finding of probable
cause that the target is an agent of a foreign power and that the fa-
cilitics or place at which the electronic surveillance 1s directed are
being used, or about to be used, by an agent of a foreign power, and
that all other statutory criteria have been met. In addition, the At-
torney General must personally be satisfied that the certification made
pursuant to paragraph (8) of subsection (a) is proper in all respects.

Paragraph (1) of subsection (a) requires that the application iden-
tify the federal officer making the application; that 1s, the name of
the attorney who actually presents the application to the judge.

Paragraph (2) requires that the application contain evidence of
tho authority of the applicant to make this application. This would
consist of the presidential authorization to the Xttorney General and
the Attorney General’s approval of the particular application.

* Paragraph (3) requires the identity or characterization of the per-
son who is the target of the clectronic surveillance. The Select Com-
mittee changed this paragraph by inserting the word “target” for
“subject” in order to more precisely define the information required.
The word “person” is used in its juridical sense to mean the individual
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or centity that is the target of the surveillance. However, care must be
taken in framing the order authorizing such surveillance (and mini-
mization procedures) that surveillance against one individual does not
lead to the interception of communications of an entire group or or-
ganization, thus violating constitutional rights of association and
privacy.

Paragraph (4) requires a statement of the facts and circumstances
justifying the applicant’s belief that the target of the electronic sur-
veillance is a foreign power or an agent of a foreign power and that
the facilities or place at which the surveillance is directed are being
uged or are about to be used by that power or agent. These require-
ments parailel existing law. (18 U.S.C. section 2518(1) (b) (ii) and

iv
( ’)n)ragmph (5) requires a statement of the procedures by which the
acquisition, retention, and dissemination of information relating to
the United States citizens and permanent resident aliens is to be mini-
mized and expunged from the government’s files. Such procedures
shonld include limitations on retention and dissemination as well as
provisions for the destruction of irrelevant information.

Because the Select Committee believes that it is essential that the
invasion of the privacy of permanent resident aliens and American
citizens caused by electronics surveillance be limited to the maximum
extent possible, it amended this paragraph to require not only a state-
ment of the procedures to minimize the acquisition and retention of in-
formation which is not foreign intelligence information, but also
a statement of the procedures to mininize this “dissenination and to
requite the expunging” of such information.

The Committee also added a provision that appropriate steps be
taken to prevent foreign intelligence information which relates solely
to the conduct of foreign affairs from being maintained in a way that
would permit retrieval by reference to a U.S. citizen who is a party
to an intercepted communication. This requirement is intended to strike
a balance between individual rights and government needs in the deli-
cate situation where American citizens are overheard in conversations
which contain information solely related to the conduct of foreign af-
fairs.

There is no perfect solution to this problem. As long as the surveil-
Tance was instituted lawfully, the person’s conversation may legally be
overheard. Because the subject matter of the conversation is foreign
intellizence information, it should not be excluded by minimization
procedures. ‘

However, the Committee believes that every effort should be made
to minimize the “chilling effect” that retention of such conversations of
Americans will have. The Committee amendment provides that when
the Government files a conversation of this sort for retrieval and use at
some future time, the conversation should be filed or indexed only ac-
cording to the subject matter of the conversation. No file should be
started or maintained under the name of the American citizen when
the information relates solely to the .conduct of foreign affairs.

The statement of procedures required under. this paragraph shoulc
be full and complete and subject to the closest judicial scrutiny. These
procedures may differ from casc to case, depending on the nature,of
agency relationships, the individuals using the facilities or place to be

.
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surveilled, the type of foreign intelligence information sought, and
other similar factors. Minimization procedures should normally -
clude such clements as methods to avoid the acquisition of irrelevant
information at the time of intercept, restrictions on the use of sur-
veillance to times when foreign intelligence information is likely to be
obtained, provisions for terminating surveiilance if it docs not pro-
duce results of the specified type, and requirements for regular- periodic
review and deletion of information obtained which is not foreign intel-
ligence information. '

Tor example, steps should be taken to prevent untoward invasion of
the privacy of a target’s family by a twenty-four hour tap on his phone
when it is known that the target is out of town er at the oflice. Sim-
ilarly, conversations unrelated to foreign intelligence, such as those
related to the personal life of the target or his family, should not be
permitted to accumulate on tapes. .

Paragraph (6) was added by the Select Committee to provide

- special protection for permanent resident aliens and citizens of the
United States who are employed by an entity controlled and directed

by a foreign government or governments, which is the target of elec-.

tronic surveillance and which is not substantially composed of officers
or employees of a foreign government, or individuals who are agents
of a forcign power as defined in Section 2521(2) (B), ( ), (D), or
(E). In such cases, the government must, in addition to the statement
of procedures required by paragraph (5), present a statement of
procedures to prevent the acquisition, retention, and dissemination of,
and to require the expunging of, communications of permanent resi-
dent aliens and citizens who are not officers or executives of the entity
responsible for activities which involve foreign intelligence infor-
mation. Again, the Committee contemplates a full and complete state-
ment of procedures in order that the judge can properly examine
the manner in which the surveillance will be conducted, and if the
government fails to demonstrate that, for all practical purposes, there
will be prevention of the acquisition of the communications specified,
the application will be deficient.

The Committee recognizes that in some cases it may be impossible to
prevent such acquisition completely, but this section requires that the
Government must show it will prevent acquisition in an overwhelm-
ing majority of instances.

Paragraph (7) was also added by the Select Committee. It calls for
a factual description of the nature of the information sought by the
electronic surveillance. The description should be as specific as pos-
sible and sufficiently detailed that it clearly states what the govern-
ment seeks. A simple designation as to which subdefinition of “foreign
intelligence information” is involved will not be sufficient.

Paragraph (8) requires a certification or certifications by the As-
sistant to the President for National Security Affairs and/or by an
appropriate executive official appointed by the President with the

advice and consent of the Senate. The certification would be made by -

the official having ultimate responsibility for establishing require-
ments for the collection of the information—normally the Assistant
to the President for National Security Affairs, the Director of the
Central Intelligence Agency or the Director of the Federal Bureau
of Investigation—and/or such other officer, appointed with the ad-
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vice and consent of the Scnate, who has full knowledge of the case.
The Select Committee provided for the possibility of additional corti-
fications to ensure that a detailed and complete certification is pre-
sented to the judge.

The certification shall state that the information sought is foreign
intelligence information, that the purpose of the surveillance is to
obtain foreign intelligence information, and that such information
cannot feasi%?y be obtained by normal investigative techniques. It
shall include a designation of what type of foreign intelligence infor-
mation is sought and a reasoned articulation of the basis for certify-
ing that the information sought is foreign intelligence information
and cannot feasibly be obtained by other investigative techniques.

The purpose of the certification that the information sought is
“foreign intelligence information” is to require that a high-level offi-
cial certify and explain the determination that the information sought
is in fact foreign intelligence information. The requirement that this
judgment be explained was added by the Select Committee to ensure
that those making certifications carefully consider the cases before
them and avoid the temptation to simply sign off on certifications
which consist largely of boilerplate language. The designated official
must similarly explain in his affidavit why the information cannot
be obtained through less intrusive techniques. This requirement is
particularly important in those cases when United States citizens or
resident aliens are the target of the surveillance.

The certification must also include a statement that the purpose
of the surveillance is to obtain the described foreign intelligence in-

+ formation. This requirement is designed to prevent the possibility of

targeting one individual for clectronic surveillance when in fact
another individual is the intended target of the attempt to gather
information. It is also designed to make explicit that the sole purpose
of such surveillance is to secure a foreign intelligence information
and not to obtain information for any other purpose. -

Paragraph (9) requires the application to contain a statement of
the means by which the surveillance will be effected. It will generally
be sufficient if the application indicates whether the information will
be acquired by means of a wiretap, a microphone installation, the in-
terception of a radio signal or some other means.

Paragraph (10) parallels 18 U.S.C. section 2518(1)«(e) and re-
quires a statement concerning all previous applications dealing with
the same person, facilities, or places and disposition of each such pre-
vious application. The Committee deleted language which implied
that there could be applications of which the ittorney General was
unaware.

Paragraph (11) parallels 18 U.S.C. section 2518(1)-(e) and requires
a statement as to the period of time for which the surveillance is neces-
sary. I'f the surveillance order is not to terminate automatically when
the information sought has been obtained, the applicant must pro-
vide additional facts supporting his belief that additional informa-
tion of the same type will be obtained thereafter. '

Subsection (b) allows the Attorney General to require other ex-
ectitive officers to provide information to support the application.

Subsection (c¢) enables the judge to require the applicant to furnish

- further information as may be necessary to make the proper deter-
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mination. It pﬁr‘a}llel‘sl existing law, 18 U.S.C. section 2518(2). Such
additional proffers would, of course, be made part of the record.

Section 256256

Subsection (a) of this section is patterned after 18 U.S.C. section
2518(3) and specifies ‘the findings the judge must make before he
grants an.order approving the use of electronic surveillance for for-
eign intelligence purposes. While the issuance of an order is manda-
tory if the judge finds that all of the requirements of this section are
met, the judge has the discretionary power to modify the order sought,
such as with regard to the period of authorization or the minimiza-
tion proceduresto be followed. :

i Paragraph (1) of this subsection requires the judge to find that the
President has authorized the Attorney .General to approve such ap-
plications. : - '

Paragraph (2) requires the judge to find that the Attorney General
has approved the application being submitted and that the applica-
tion has been made by a federal officer. ot

Paragraph (3) requires a finding that there is “probable cause”
to believe that the target of the electronic surveillance is a foreign
power or an agent of a foreign power and that the facilities or place
at which the sarveillance is directed are being used or are about to be
used by that power or agent. ' _ ‘

In determining whether probably cause exists under this section,
the court must consider the same requisite elements which govern
such determinations in the traditional criminal context. Such cle-
ments include, for example, the issue of any informant’s reliability,
the-circumstances under which the informant was able to learn about
the alleged activity of the individual who is the subject of the warrant,
the length of time which has passed since the information relied upon
was acquired; and the degree to which information corroborating an
informant must relate to the essential conduct on which the appTica-
tion is premised and not merely to incidental details.

- In addition, in oxder to find “probable cause” to believe the subject
of the surveillance is an “agent of a foreign power” under subsection
2521(b) (2) (B), (C), (D), or (E) the judge must, of course, find
that the Government has established probable cause that each and
every element of that status exists. For example, if an American
citizen or resident alien is alleged to be engaged in terrorist activities

for or on behalf of a foreian power, there must be probable cause to
believe the person is knowingly acting for or on behalf of a foreign

power.

Further there must be probable cause to believe that the efforts
undertaken by the person on behalf of the foreign power constitute
terrorism as defined in section 2521. -

Similar findings of probable cause are required for each element
necessary to establish that an American is conspiring with or aiding
and abetting someone engaged in sabotage, terrorism, or clandestine
intelligence activities for or on behalf of a sforeign power. To con-
tinue the terrorism example. the findings wounld include a probable

cause finding that the individual knows' theiperson he is conspiting .
with or aiding or abetting is engaged in -terrorist activities for or on °

l:ehalf of a foreign power.

3
2
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As indicated earlier, a judicial determination that a person is an
agent of a foreign power as defined in Section 2521(b) (2) (1) re- -
quires careful findings by the Court. The judge must find that the
person is part of a foreign intelligence network, that is, that he is
acting pursuant to the direction of a foreign intelligence service net-
work which engages in intelligence activities in this country for a for-
eign power. He must find that the person is knowingly transmitting in-
formation or material to that service or network in a covert manner and
that the circumstances surrounding the activity taken together are so
compelling that a reasonable man would have to conclude that the in-
formation or material transmitted to the nework will be used to harm
the security of the United States, or that lack of knowledge of the
transmission would harm our national security. -

In order to determine whether the requisite probable cause has
been established, the judge may request such additional information
as he deems necessary in light of the facts and circumstances upon
which the application for an order relies.

Paragraphs (4) and (5) require the judge to find that the pro-
cedures described in the application to minimize, and in the case of
paragraph (5) to prevent, the acquisition, retention, and disseminac’
tion, and to require the expunging, of certain information or com-
munications described previously relating to permanent resident, aliens
or American citizens are reasonably designed to accomplish their pui-
pose. The Committee contemplates that the judge would give these
procedures most careful consideration. If he does not belicve they will
be cffective, the application should be denied. The Committee realizes
that total expunging of bits and pieces of the original tape recording
may be impossible. Morcover, it may not be possible to determine at
once that certain information is irrelevant. Therefore, the bill’s re-
quirement is phrased in terms of the procedures being “reasonably
designed? to require expunging. Thus, for example, it is expected that
where irrelevant information cannot be erased from part of a.tape,
the procedures would prohibit dissemination of the tape and pro-
hibit including such information in the logs or reports. In addition,
where it cannot be immediately determined whether a certain piece
of information is irrelevant, the procedures would require that within
a specified reasonable time such a determination be made and the
matter then expunged.

It should be noted that this provision contains one significant
change from the provision in chapter 119. Section 2518 (8) (a) requires
that all interceptions be recorded, if possible, and that. the tapes not
be edited or destroyed for ten years.- In a criminal context the
maintenance of such tapes and files under court seal insures that the
interceptions will be retained in their original state so that if criminal
prosecutions are undertaken it is clear that the evidence is intact and
has not been tampered with. While there may be cases in which in-
formation acquired from a foreign intelligence surveillance may be
evidence relating to a crime, these cases are expected to be relatively
few in number, unlike title TII interceptions which are instituted in
order to obtain evidence of criminal activity. The Committee be-
lieves that in light of the relatively few cases in which information ac-
quired under this chapter may be used as evidence in a criminal trial,
the better practice is to allow the destruction of information that is



36

neither foreign intelligence information as defined in the bill or
cvidence of criminal activity. ‘L'his course will more effectively safe-
guard the privacy of individuals, ensuring that irrelevant informa-
tion will not be retained. The Committee believes that existing crimi-
nal statutes relating to obstruction of justice will deter any efforts
to tamper with evidence of ceriminal activity acquired under this chap-
tor. As has been the experience in title ITI interceptions for criminal
purposes, it may. bo impossible to eliminate the acquisition of all ir-
relevant information in all cases. Therefore, it becomes important
to destroy irrelevant information inadvertently acquired. Such de-
struction should occur, of course, pursuant to procedures approved
by the court. .

Paragraph (§) requires that the judges find that the application '
contains the deseription and certification or certifications specified in
section 2524 (a) (7) and (8). If the application meets the requirement
.of those sections, the court is not permitted to substitute its judgment
for that of the executive branch ofticials(s).

The Cominittee recognizes that, by not allowing the court to deter-
‘mine whether ormnot the information sought is “foreign intelligence
information” which cannot be obtained by other inevstigative tech-
‘niques, an_argument can be made that the court is doing little more
than providing a rubber stamp for executive action. There are several
‘points to be considered. First, the court, not the executive branch,
‘makes the finding of whether or not probable cause exists that the tar-
get of the surveillance is a foreign power or its agent. It is this find-
ing that constitutes a fundamental safeguard for the individual. It is
also an effective extérnal control on arbitrary exccutive action. Second,
the certification procedure assures written accountability within the
exccutive branch for the decision made to engage in such surveillance.
This constitutes an internal check on executive branch arbitrariness.
. " Moreover, it should be noted that if the description and certifica-

tion do not fully comply with sections 2524(a) (7) and (8), they can
and must be rejected by the court. Thus, the court could invalidate
the certification if it were not properly signed by the President’s
designee, did not designate the type of information sought, or did
not state that the information sought is foreign intelligence informa-
tion, that the purpose of the surveillance is to obtain foreign intelli-
wence information, and that such information cannot feasibly be
obtained by normal investigative techniques. Further, if the certifica-
tion did not present an explanation of the judgment that the infor-
.nation sought is foreign intelligence information which cannot be
‘obtained through normal investigative techniques, the judge could
veject the application or defer approval until an adequate certification
has been supplied.

‘Subsection (b) specifies what the order approving the clectronic
surveillance must contain. It must include the identity or a character-
ization of the person or persons targeted by the electronic surveillance.
The order must specify the place or facilities against which the sur-
veillance is directed. The order must also specify the type of informa-
tion sought. These requirements hre designed to satisfy the Fourth
Amendment’s requirements that warrants describe with particularity
and specificity the person, place, and objects to be searched or seized.
The order must, in addition to the Fourth Amendment’s requirements,
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which the surveillance will be effected. Finally,

specify the means by | v ) L )
the period of time during which the surveillance

the order must specify
isapproved. o .

The order shall direct that the minimization procedures will he
followed. Tt is intended that the court, shall monitor compliance with
the minimization procedures in much the sme way 13 has been done-
pursnant to chapter 119. Failure to abide by the minunization pro- -
cedures may be treated as contempt of court. .

The order may also direct that a common carrier, landlord, cus-
todian, contractor or other specified person furnish information, fa-
cilities or technical assistance necessary to accomplish the clectronic
surveillance successfully and with a minimum of interference to the
services provided by such person to the target of the surveillance. 1f
the judge directs such assistance, he shall also direct that the applicant
compensate the person for such assistance. These provisions gcneral»]y
parallel 18 U.S.C. 2518(4). )

This directive provision must be read in conjunction with the bill’s
conforming amendment to 18 1.S.C. 2511(2) (a) (il), contained in
section 4 (1) of this bill. That amendment requires that before a com-
munication common carrier or its agent provides such information,
facilities or technical assistance to an investigative or law enforce-
ment officer, that officer is required to furnish to the carrier cither an
order signed by the authorizing judge certifying that a court order
directing such assistance has been issued or, in the case of surveillance
undertaken under chapter 119 or 120 in which a prior order is not
required, a sworn statement by the officer certifying that the applicable
statutory requirements have been met. _

Subsection (¢) allows an order approving electronic surveillance
under this chapter to be effective for the period necessary to achieve its
purposes or for 90 days, whichever is Jess. In the Committec’s view 90
days is the maximum length of time during which a surveitlance for
foreign intelligence purposes should continue without new judicial
serutiny. This period of time is not as long as some have wished but
longer than others desived. It is considered to be a reasonable condition
in the foreign intelligence context. (Tnited States v. United States
District Court. 407 U.S. 297 at 323 (1972)).

As under chapter 119, extensions of an order may be sought and
granted on the same basis as the original order. A new application,
including a new certification pursuant to section 2524(a) (5), would
therefore be required. updating the information previously provided.
Before the extension should be granted, however, the conrt would
again have to find probable cause that the target is a foreign power or
its agent. To aid the judge in making this determination anew, the
Select Committee added language to make clear that he has the right.
to require the government to submit information obtained pursuant
to previous orders for electronic surveillance or any other evidence
that he deems necessary. It is expected that the success or failure of
previous surveillance or the nature of the information ohtained from
snch surveillance will often be important to his determination.

Subsection (d) authorizes the Attorney General to approve an emer-
gency electronie snrveillance prior to judicial authorization under
certain jimited circumstances. First. the Attorney General must deter-
mine that an emergency situation exists which requires the employ-
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ment of electronic surveillance before an order authorizing such sur-
veillance can with due diligence be obtained. In addition, the factual
hasis for the issuance of an order under this chapte must be present.
The procedurcs under which such an emergency surveillance 1is
authorized are considerably stricter than those of the comparable pro-
vision in chapter 119,18 U.S.C. section 2518(7). First, only the Attor-
ney General may authorize such emergency surveillance, whereas in
18 U.S.C. section 2518(7) the Attorney General may designate “any
investigative or law enforcement officer”” to authorize emergency inter-
ceptions under that subsection. Second, the Attorncy General or his
designee must contemporaneously notify one of the designated judges
that an emergency surveillance has been authorized. There is no com-
parable requirement in 18 U.S.C. section 2518(7). Third, an applica-
tion for an order approving the surveillance must be made to that
judge within 24 hours; 18 U.S.C. section 2518(7) requires the appli-
cation to be made within 48 hours. Fourth, the emergency surveillance
cannot continue beyond 24 hours without the issuance of an order;
under 18 U.S.C. section 2518(7) the emergency surveillance may con-
tinue indefinitely until the judge denies the application. I'ifth, the At-
torney General must order that minimization procedures required by
this chapter for the issuance of a judicial order be followed during the:
period of the emergency surveillance. There is no comparable provision
under 18 U.S.C. 2518(7). The Committee added the last provision be-
cause of its concern that as much as possible be done to eliminate the
acquisition, retention and dissemination of information which is not
foreign intelligence information in all circumstances. Its intent is to
place the Attorney General in the role of the judge in authorizing sur-
veillance during the 24 hour emergency period. He must examine
minimization procedures as the judge would normally do under para-
graphs (a) (4) and (5) of this section and order that the appropriate
procedures be followed just as if he were granting 4 judicial order.
The Committee wishes to emphasize that the application must be
made for judicial approval even if the surveillance is terminated
within the 24 hour period and regardless of whether the information
songht is obtained. This requirement ensures that all emergency sur-
veillances initiated pursuant to this chapter will receive judicial review
and that judicial approval or denial will be forthcoming nunc pro tunc.
Thus, the termination of an emergency surveillance before the expira-

‘tion of the twenty-four hour period shall not be a basis for the court

failing to enter an order approving or disapproving the subsequent
application. It is necessary for both the Justice Department and con-
aressional oversight committees to have available a complete record
hoth of the bases for such emergency surveillance authorization and of
the judicial determinations of their legality under the statutory
standard. ] .

This provision for emergency authorization of surveillance by the
Attorney General may not Be utilized pending an appeal under section
2523, following the denial of an application for a judicial order. Under
such circumstances, the Attorney General could not reasonably deter-
mine that “the factual basis for the issuance of an order under this
chapter to approve such surveillance exists,” as required by this
subsection. : : )
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If the application is subsequently denied, or if the surveillance is
terminated without an order eventually being sought (which, as al-
ready indicated, would constituto an unlawful act under this subsec-
tion), no information obtained or cvidence derived from the surveil-
lance shall be reccived, nsed or disclosed by the Government in any
trial hearing or other proceeding before any court, grand jury, depart-
mnent, oftice, agency, regulatory body, legislative committee or other
Federal, state or local authority. This exclusionary provision is de-
signed to be absolute.

Subsection (e) provides that any denial of an order under this
section, whether it be a denial of an application for an order for elec-
tronic surveillance, a denial of an application for an extension, or a
denial of an application for an order approving an emergency elec-
tronic surveillance, shall include a statement of the rcasons for such
denial. This is both to instruct the Attorney General and to facilitate
review on appeal, if an appeal is sought. It is expected that such state-
ment would be contemporaneous with the denial and would be in writ-
ing. The statement should be kept secure under the same procedures as

¢

applicable to applications and orders under section 2523 (c).

Seation 2526

This section sets forth the permissible uses which may be made of
information acquired by means of electronic surveillance conducted
pursuant to this chapter. The fact that effective minimization may be
more difficult in the foreign intelligence area than in the more tradi-
tional criminal area, and that this chapter contains less restrictive
procedures than does chapter 119 (for example, 90 days of surveillance
per order rather than 30 days), mandates that the uses to be made
of the information acquired by means of this chapter be carefully
restricted. This section, therefore, places more stringent restrictions
on use and dissemination than does the corresponding provision of
title 111,18 U.S.C. 2517.

Subsection (a) requires that information acquired from electronic
surveillance conducted pursuant to this chapter may be used by Fed-
cral officers and employees only for purposes relating to the ability of
the United States to protect itself against actual or potential attack
or other grave hostile acts of a foreign power or foreign agent, to
provide for the national defense or security of the nation; to provide
for the conduct of foreign affairs; to protect against the terrorist or
sabotage activitics of a foreign power or an agent of a foreign power;
to protect itself against the clandestine intelligence activities of an
intelligence service or network of a foreign power or an agent of a
foreign power; or for the enforcement of the criminal law. Thus the
lawful use of foreign intelligence information gathered pursuant to
this chapter are carefully restricted to actual foreign intelligence pur-
poses and the enforcement of the criminal law.

The Sclect Committee eliminated the provisions in this subsection
which restricted disclosure of information acquired from an electronic
surveillance to Federal officers and employees in order to permit dis-
closure outside of the Federal government under certain limited cir-
cumstances. First, the Committee believes that dissemination should
be permitted to state and local law enforcement officials. If Federal
agents monitoring a foreign intelligence surveillance authorized under
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‘

{his ehapter were to overhear information relating to a violation of
-state criminal law, such as homicide, the agents could hardly be ex-
pected to conecal such information from the appropriate local oflicials.
Sccond, the Committee can concelve of situations where disclosure
should be mrade outside of all government channels. Federal agents
may learn of a terrorist plot to kidnap a business executive, for ex-
ample. Certainly in such cases, they should be permitted to disclose
such information as is necessary to the executive and his company to
provide for the executive’s security.

Third, the Committee believes that information concerning crimes,
espionage activities, or the acts and intentions of foreign powers ac-
quired by electronic surveillance may in some circumstances be appro-
priately “disseminated to cooperating intelligence services of other
nations. Certain nations cooperate with us in this manner, and so long
as all the procedures of this chapter are followed by the Federal offi-
cers, including minimization and the limitations on dissemination, this
cooperative relationship should not be destroyed by a blanket prohi-
bition on dissemination to foreign intelligence services of information
acquired by electronic surveillance. The Committee wishes to stress,
however, that any such dissemination be carefully reviewed to in-
sure that information acquired under this chapter concerning United
States citizens or permanent resident aliens given to foreign intelli-
gence services is not only generally disclosable to other federal oflicers
but that there exists compelling reasons why disciosure to foreign
intelligence services is necessary.

Disclosure in such compelling circumstances as the kidnap case, to
local officials for the purpose of enforcing the criminal Jaw, and to
foreign intelligence services under the circumstances described above
are generally the only exceptions to the rule that dissemination should
be limited to Federal officials.

The Committee is very sensitive to possible abuse which can arise
through indiscriminate dissemination of information outside of Ied-
eral channels. The FBI’s COINTELPRO (counter-intelligence pro-
gram) under which political information regarding certain individ-
uals was given to employers in order to induce the employers to dis-
charge those individuals, provides a prime example. Such disclosure
of information is strictly forbidden by this subsection and intolerable
n a free scciety.

This subsection also notes that no otherwise privileged communica-
tion obtained in accordance with or in violation of this chapter shall
lose its privileged character. This provision is identical to 18 U.S.C\.
2517(4) and is designed, Tike its title IIT predecessor, to change exist-
ing law as to the scope and existence of privileged communications
only to the extent that it provides that otherwise privileged communi-
cations do not lose their privileged character because they are inter-
cepted by a person not a party to the conversation.

_ Subscetion (b) must be read in conjunction with the minimization
requirements of section 2524 (a)(5) and (6) and 2525(a) (4) and ()
and with the preceding subsection (a). As previously noted, the min-
imization procedures mandated by the court are designed to restrict
the acquisition of information obtained by means of electronic surveil-
lance to the foreign intelligence information sought. However, cven
the most thorough minimization efforts may result in the acquisition
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of some information which is not foreign intelligence information..
This subsection states that such information which is evidence of a
crime may be retained and disclosed for law enforcement pmrposes.
Such disclosure would, of course, be restricted by the provisions of
subsection (a).

Such information must be acquired lawfully, however. This ve-
quires that there be a good faith cffort to minimize. United States v.
Armocida, 515 F. 2d 29 (3rd Cir. 1975). Thus, for example, if moni-
toring agents choose to disregard the minimization standards and
thereby acquire evidence of a crime against an overheard party whose
conversations properly should have been minimized, that cvidence
would be acquired in violation of this chapter and would properly
be suppressed if offered at any official proceeding.

The Select Committee added an additional requirement that the
Jdisclosure must be accompanied by a statement that such evidence, ox
any information derived therefrom, may only be used in a criminal
proceeding with the advance authorization of the Attorney General.
This provision was designed to eliminate circumstances in which a
local prosecutor had no knowledge that evidence was obtained through
electronic surveillance. In granting approval of the use of the evi-
dence, the Attorney General would alert the prosecutor to the surveil-
lance, and he, in turn, would alert the court under subsection ().

Subsection (c¢) sets forth the procedures under the bill whereby

information acquired by means of electronic surveillance may be re-
ceived in evidence or otherwise used or disclosed in any trial, hearing
or other proceeding before a Federal or state court. Although the
primary purpose of electronic surveillance conducted pursnant to
this chapter will not be the gathering of criminal evidence, it is con-
templated that such evidence may occasionally be acquired; this sub-
section and the succeeding one establish the procedural mechanisms
by which such information may be used in judicial proceedings.
.~ At the outset the committee recognizes that nothing in subsection
(c) abrogates the rights afforded a criminal defendant under Brady
v. Maryland, 373 U.S. 83 (1963) and the Jencks Act (18 U.S.C. 3500
et. seq.). These legal principles inhere in any such proceeding and
are wholly consistent with the procedures detailed here. Furthermore.
nothing contained in this section is intended to alter the traditional
principle that the Government cannot use material at trial against
a criminal defendant, and then withhold from him such material, if
it. would otherwise be available to him, on the grounds that such dis-
closure would threaten the national security. United States v. Andol-
schek,142 F. 2d 503 (2nd-Cir. 1964).

Subsection (c) states that no information acquired pursuant to this
chapter may be used unless, prior to the trial, hearing, or other proceed-
ing, or at a reasonable time prior to an effort to disclose the informa-
tion or submit it in evidence, the government notifies the court that
such information was acquired by means of electronic surveillance
condncted pursuant to this chapter. Upon such notification, the Gov-
ernment must make available to the court a copy of the court order
and accompanying application upon which the surveillance was basel.

_The court must then conduct an in camera inspection of these mate-
rials as well as any other documents which it deems necessary, to deter-
mine whether the surveillance was authorized and conducted in 2
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manner which did not violate any constitutional or statutory right
-of the person against whom the evidence is sought to be introduced.
The subsection further provides that in making such a determination,
the court shall order disclosed to the person against whom the evidence
is to be introduced the court order or accompanying application, or
portions thereof, if it finds that there is a reasonable question as to the
legality of the surveillance and that disclosure would promote the
-determination of such legality or that disclosure would not harm the
national security. Thus this subsection deals with the procedure to be
followed by the trial court in determining the legality (or illegality)
of the surveillance.

The question of how to determine legality of an electronic sur-
veillance conducted for foreign intelligence purposes has never been -
‘decided by the Supreme Court. As Justice Stewart noted in his con-
-curring opinion in Giéordano v. United States :

Moreover, we did not in Alderman, Butenko or Ivanov, and
we do not today, specify the procedure that the District Courts
are to follow 1 making this preliminary detepmination [of
legality]. 394 U.S. 316 (1968) -

The Committee views the procedures set forth in this subsection as -
striking a reasonable balance between an entirely in camera proceeding
which might adversely affect the defendant’s ability to defend himself,
-and mandatory disclosure in all cases, which might occasionally result
in the wholesale revelation of sensitive forcign intelligence
information. - ' '

In cases involving straightforward factual situations and readily
-distinguishable parties the court will likely be able to determine the
legality of the surveillance without any disclosure to the- defendant.
In other cases, however, the question may be more complex because of,
for example, indications of possible misrepresentation of fact, vague
identification of the persons to be surveilled or surveillance records
‘which include a significant amount of nonforeign intelligence informa-
tion, calling into question compliance with the minimization stand-
ards contained in the order. In such cases, the committee contemplates
.that the court will find a-reasonable question as to the legality of the
surveillance and order disclosure to the defendant to promote a resolu-
tion of that question. Even if disclosure is ordered, the statutory provi-
sion would allow the judge to excise any sensitive national security
information from the documents before ordering them turned over-to
the defendant. There would always be disclosure in cases where the
national security would not be harmed. L

The committee notes that there may be cases where the court belicves
that disclosure is necessary because there is a reasonable question as
to legality, but the government argues that to do so, even given the
court’s discretionary power to excise certain sensitive portions, would
damage the national security. In such situations the Government must
choose—either disclose the material or forego the use of the
surveillance-based evidence. Indeed, if the Government objects to the
disclosure, thus preventing a proper adjudication of legality, the
prosecution would probably have to be dismissed.

The standards for disclosing information as set out above were
established by the Select Committee. The provisions for disclosure
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contained in the Judiciary Committee’s bill called for discretionary
disclosure only when disclosure would “substantially promote a more
accurate determination of the legality of the surveillance and that
such disclosure would not harm the national security.” Thus, in cases
where the national security was involved, there would be no disclosure
no matter how complex the case. The Committee believes that this
standard would deny the defendant the right to litigate the legality
of surveillance in a great many cases and is inappropriate. ]

Subsection (d) parallels 18 U.S.C. 2518(10) (a) and provides a
statutory vehicle by which a person who has been a subject of elec-
tronic surveillance and against whom evidence derived therefrom is
to be or has been introduced or otherwise used or disclosed in any
trial, hearing or proceeding may move to suppress the contents of
any communication acquired by, or evidence derived from such clec-
tronic surveillance. The grounds for such a motion would be that
(a) the communication was unlawfully intercepted, (b) the order of
authorization or approval under which it was intercepted is insufficient
on its face, or (¢) the interception was not made in conformity with
the order of authorization or approval.

The “subject” of electronic surveillance means an individual who
was a party to the intercepted communication or was a person against
whom the Interception was directed. Thus the word is defined to coin-
cide with the definition of “aggrieved person” in section 2510 of title
111 Sec also Alderman v. United States, 394 U.S. 165.

One situation in which such a motion might be presented would e
that in which the conrt orders disclosed to the party the court order
and accompanying application under subsection (¢) prior to ruling on
the legality of the surveillance. Such motion would also be appropri-
ate, however, even after the court’s finding of legality if, in subsequent
trial testimony, a Government witness provides evidence that the
clectronic surveillance mmay have been authorized or conducted in
violation of the court order. This might be the case, for example, if
the Attorney (General’s Kxecutive Assistant were to testify that he,
rather than the Attorney General, had reviewed and signed the
Attorney General’s name to the application authorization.

The most common circumstance in which such a motion might be
appropriate would be a situation in which a defendant queries the
government under 18 17.5.C. § 3504 and discovers that he has been
mtereepted by electronic surveillance even before the government has
decided whether evidence derived from that surveillance will be used-
in the presentation of its case. In this instance, under the appropriate
factual circumstances, the defendant might move to suppress such
cvidence under this subsection even without having seen any of the
underlying documentation. -

A motion under this subsection shall be made before the trial, hear-
ing, or proceeding unless there was no opportunity to make such
motion or the movant was not aware of the grounds for the motion.

The subsection further provides that upon the filing of a motion, the
judge may, in his discretion, make available to the defendant or his
counsel for inspection such portions of the intercepted communica-
tions or evidence derived therefrom as the judge determines to be in
the interests of justice. The judge is given broad discretion. He is
empowered to disclose to the movant or his counscl copies of tapes,
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transcripts, surveillance logs or other forms of evidence derived there-
from if disclosure is consistent with the intcrests of justice. This is to-
aid the defendant in determining whether any tainted evidence was
derived from the illegal surveillance. The nature and extent of such
disclosure would be dependent on the factual allegations contained
in the defendant’s motion. In the event that the motion is granted. the
court must order that the contents of the communication acquired by
_cleetronic surveillance or evidence derived therefrom be suppressed.

Subsection (e) provides for notice to be served on United States
citizens and permanent resident aliens who were targets of an emer-
gency surveillance and, in the judge’s discretion, on other citizens
and resident aliens:who were incidentally overheard, where a-judge:

-denies an application for an order approving an emergency electronic
surveillance. Such notice shall be limited to the fact that an application
was made, the period of the emergency surveillance, and the fact that
during the period foreign intelligence information was or was not
obtained. :

'This notice may be postponed for a period of up to ninety days
upon a showing of good cause to the judge. Therecafter the judge may
forego the requirement of notice upon a second showing of good cause.

‘The fact which triggers the notice requirement—the failure to ob-
tain approval of an emergency surveillance—need not be based on a
determination by the court that the target is not an agent of a foveizn.
power engaged 1n clandestine intelligence activities, sabotage, or ter-
rorist activities or a person aiding such agent. Failure to securc a

-warrant could be based on a number of other factors, snch as an im-
proper certification. A requirement of notice in all cases would have
the potential of compromising the fact that the Government had
focused an investigation on the target. Kven where the target is not,.
in fact, an agent of a foreign power, giving notice to the person may
result in compromising an on-going foreign intelligence investigation
because of the logical inferences a foreign intelligence service migit
draw from the targeting of that individual. For these reasons, the
Government is given the opportunity to present its case to the juilge
for initially postponing notice. After ninety days, during whichi time
the Government may be able to gather more facts, the Government
may seek the elimination of the notice requirement altogether. It is the
intent of the Committee that if the Government can initially show that
there is a reason to believe that notice might compromise an ongoing
investigation, or confidential sources or methods, notice 'shonld be
postponed. Thereafter, if the Government can show a likelihood that,
notice would compromise an ongoing investigation or confidential
sources or methods, notice should not be given.

Section 2587

Subsection (a) requires the submission of annual reports to both the
Congress and the Administrative Office of the United States Cousts
containing statistical information relating to electronic surveillance
under this chapter. Specifically, the reports must inelude the number
of applications made for orders and extensions; the number of orders
or extensions granted, modified, and denied; the periods of time for
surveillances which orders anthorized ; the actual duration of all sur-
veillances; the total nunber of separate smrveillances which were un-
dertaken during the preceding calendar year (extensions of an order
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watld not be considered separate surveillances) ; and the number of
survelllances terminated during the preceding calendar year. The
staristics in these reports should present a quantitative indication of
the extent to which surveillances under this chapter are used. These
statistics will also provide a basis for further inquiry by appropriate
oversight committees of the Congress.

such congressional oversight 1s particularly important in monitor-
ing the operation of this statute. By its very nature foreign intelligence
surveillance must be conducted in secret. This bill reflects the need for
such secrecy; judicial review is limited to a select panel and routine
notice to the target is avoided. In addition, unlike the statutory scheme
in Title II1, it is not contemplated that most electronic surveillances
conducted pursuant to this chapter will result in criminal prosccution.
Indzed, it 1s expected that very few will result in criminal prosecutions.

Subsection (b) was added to the Judiciary Committee’s bill to
further emphasize the need for congressional oversight in the imple-
mentation and execution of the provisions of this bill. Specifically, 1t
provides that nothing in chapter 120 shall limit the authority of the
Sclect Committee to obtain information it may need to carry out its
duties pursuant to Senate Resolution 400, 94th Congress, 2nd Session.

Senate Resolution 400 established the Select Committee and charged
it with duties—

to oversee and make continuing studies of the intelligence
activities and programs of the United States government,
and to submit to the Senate appropriate proposals for legis-
lation and report to the Senate concerning such intelligence
activities and programs.
Oversight of foreign intelligence surveillance goes to the very heart
‘of the Select Committee’s charge, and subsection (b) will give its
duties statutory recognition.

In order to properly discharge its responsibilities, the Committee
will need access to full and complete information regarding all elec-
tronic surveillances conducted for the collection of foreign intelli-
gence information. Section 11 of Senate Resolution 400 requires the
head of each department and agency to keep the Select Committee fully
and currently informed with respect to intelligence activities, to fur-
nish any information or document needed by the Committee regarding
such activities, and to notify it upon discovery of any and all intell:-
zence activities which constitute violations of the constitutional rights
of any person, violations of law, or violations of Iixecutive orders,
Presidential directives, or departmental or agency rules or regulations.
The Committee already is requiring the Executive branch officials to
meet these requirements regarding electronic surveillance and other
intelligence activities and intends to continue vigorous oversight in
the future. In this regard the Committee, pursuant to Senate Resolu-
tion 400, has recently completed a review of the present electronic
surveillance cases and will conduct similar reviews in the future.

Moreover, Section 5, in conjunction with this section, in requiring
annual reports by the Committec on the implementation of this legis-
lation, ensures that the Committee will have access to all materials
necessary to conduct such studies and issue such reports.
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Section 259

_ This section must be read in conjuction with the conforming amend-
ment contained in paragraph (d) of Section 4 which repeals section
2511(3) of Title 18, United States Code, the so-called “National Sc-
curity Disclaimer” of Title IIT of the 1968 Omnibus Crime Control
and Safe Streets Act. The effect of thut repeal is to establish this secs
tion as the exclusive congressional statement on the question of the
President’s power to order electronic surveillance in circumstances.
and for purposes not covered by the statutes of the United States.

The section begins by stating that “Nothing contained in Chapter
119, section 605 of the Communications Act of 1934, or this chapter
shall be deemed to affect the exercise of any constitutional power
tho President may have, subject to determination by the courts, to
acquire foreign intelligence information by means of an electronic,
mechanical or other surveillance device if. . . .” The purpose of this
prefactory phrase is threefold. '

First, it sets forth the sections of the United States Code which
regulate the procedures by which electronic surveillance may be con-
ducted within the United States and the statutory controls for the use
and dissemination of information so acquired. If enacted, this chap-
ter will constitute the sole and exclusive statutory authority under
which electronic surveillance of a foreign power or its agent to obtain
foreign intelligence information may be condncted within the United
States. It will complement Chapter 119, which deals with electronic
surveillance for law enforcement purposes and section 605 of the
Communications Act of 1934, as amended, which restricts the dis-
semination of certain information transmitted by wire or radio.

Secondly, this section states that these statutory provisions shall not
be deemed to affect the exercise of any constitutional power the

- President may ultimately be deemed to possess to engage in certain
types of electronic surveillance under specified conditions enunciated
in subparagraphs (a) and (b) of this section. The precise phrasing
used—"“any constitutional power the President may have, subject to
determination by the courts,” is designed to make 1t absolutely clear
that this section constitutes neither a grant of, nor limitation on, such
power nor a congressional recognition of such power. The phrase
“subject to determination by the courts” was added by the Select
Committeo to underscore this point. This introductory paragraph is
couched in neutral language; it simply states that if such presidential
power exists nothing in the statute (or.other statutes) shall affect its
exercise in the circumstances enunciated in subsections (a) and (b).

The committce recognizes the legal debate being engaged in today
over the question of whether or not a constitutional presidential power
exists to undertake warrantless electronic surveillance against foreign
powers or foreign agents engaged in foreign intelligence activities.
The Church committee concluded that no such power exists (Vol. I,
p- 325).* The Supreme Court, however, has not definitely passed on
the issue, while the lower Federal courts remain split, some recognizing
a power, United States v. Brown, 484 F. 2d 418 (5th Cir. 1973) cert..
denied 415, U.S. 960 (1974) United States v. Butenko, 494 F. 2d 593
(3d Cir. 1974) ; while others have indicated that no such power exists,

! That committee concluded that ‘‘while the constitutional issue has not been resolved.
the commlittee does not believe that the President has inherent power to authorize the
targeting of an American for electronic surveillance without a warrant . . .”
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Zweibon v. Mitchell, 516 F. 2d 584 (D.C. Cir. 1975) cert. denied ——
U.S. (No. 75-1056, April 20,1976). :

Under our constitutional system, however, neither the Congress
nor the Exceutive can be the final arbiter of this question. Only the
Supreme Cowrt can ultimately decide whether such power exists. Ac-
cordingly, the committee emphasizes the neutrality of the prefatory
Jangunage.

Regardless of how this question is ultimately resolved, however,.
it is clear that the Supreme Court has vecognized that Congress may
legislate in arcas, where, absent such legislation, a constitutional power
of the exccutive may be found to exist. Youngstown Sheet and Tube
v. Swwyer, 343 1.S. 579 (1952). In that landmark case, the Supreme
Court rejected President Truman’s argument that he had inherent
constitutional authority to seize the steel mills to prevent strikes and
insure continued steel production needed for the war effort. The
decision was influenced in large measure by the fact that Congress,
by passing the Taft-Hartley Act, had explicitly rejected scizure of
the steel mills and enacted a legislative alternative to curb labor unrest.
In his coneurring opinion Justice Jackson wrote:

When a President takes measures incompatible with the
express or implied will of Congress, his power is at the lowest
cbb, for then he can rely only upon his own constitutional
power minus any Constitutional power of Congress over the
matter. Courts can sustain exclusive presidential control in
such a case only by disabling the Congress from acting upon
the subject. (343 U.S. at 637).

The Attorney General, in testifying in support of this bill, rec-
ognized that the Congress may act to prescrtbe the conditions and
procedures under which the President may exercise such power:

The express provision that the bill is not to have effect
beyond its scope would perhaps not be so critical if the section
did not make clear the intent—an intent that I find clear
from the bill as a whole—that within its scope and its in-
tended coverage the bill’s requirements are mandatory. . . .
As you know, a difference of opinion may exist as to whether:
it is within the constitutional power of Congress to prescribe,
by statute, the standards and procedures by which the Presi-
dent is to engage in foreign intelligence surveillances essen-
tial to the national security. I believe that the standards and
procedures mandated by the bill are ‘constitutional. The
Supreme Court’s decision in the Siecel Seizure case seems to
me to indicate that when a statute prescribes a method of
domestic action adequate to the President’s duty to protect
the national security, the President is legally obliged to
follow it. My view, of course, does not foreclose future ad-
ministrations from arguing or acting upon the contrary posi-
tion. Nor can Congress decide the constitutional question.
But Congress can do what this bill clearly does: if it is con-
stitutional to mandate the bill’s requirements within its de-
fined scope, it 1s the statute’s intent to do so.”

2House Hearings, 10-11. See also Justice White's concurring opinion in the Keith
case, supra at 338 n. 1, where he stated that ‘“the United States did not claim that
Congress is powerless to require warrants for surveillances that the Presldent otherwise
would not be barred by the Fourth Amendment from undertaking without a warrant.”
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Thus, by enacting this chapter, Congress is, to use Justice Jack-
son’s phrase, “acting wpon the subject,” in this case, foreign intelli-
gence clectronic surveillance within the United States, thereby limit-
ing any presidential power which may have existed in the absence of
such enactment within the confines of the bill’s defined scope.

The third purpose of the introductory clause to this section is to
make absolutely clear that it such power does, in fact, exist, this
stutute recognizes that its excrcise for the purpose of acquiring for-
cign intelligence information shall be limited to acquisitions “by
means of an electronic, mechanical, or other surveillance device.”
Other investigative or intelligence gathering practices are not within
the scope of this chapter.

Secction 2528 continues by setting forth the only two classes of elec-
tronic surveillance for foreign intelligence purposes which are beyond
the scope of legislation and as to which the warrant procedures of this
chapter would, therefore, be inapplicable. Phrased differently, if the
Toxecutive is found to possess inherent power to engage in warrantless
electronic surveillance, subparagraphs (a) and (b) list the only facts
and circumstances under which such power could be exercised. In cn-
‘acting this section, thercfore, the Congress has made an effort to limit
the scope of any power to the two categories listed in the section.

Subscction (a) exempts from the chapter foreign intelligence
cathering by means of an electronic, méchanical or other surveillance
device if the acquisition does not come within the definition of “elec-
tronic surveillance” contained in section 2521(b) (6). Specifically,
this provision is designed to make clear that the legislation does not
deal with the communications intelligence activities as currently en-
gaged in by the National Security Agency and electronic surveillance
conducted outside the United States. As to methods of acquisition
which come “within the definition of electronic surveillance” in this
Dill, the Congress has declared that this statute, not any claimed
presidential power, controls. :

As already indicated, the activities of thé National Security Agency
pose particular conceptual and technical problems which are not dealt
with in this legislation. Although many on the committe are of the
opinion that it is desirable to enact legislation safeguards for such
activity, the committe adopts the view expressed by the Attorney Gen-
eral during the hearings that enacting statutory controls to yegulate:
the National Security Agency and the surveillance of Americans
abroad raises problems best left to separate legislation dealing with
charters and guidelines for the intelligence community.®

Subsection (b) delineates the second type of surveillance exempted
from the bill’s warrant procedures. This would be electronic surveil-
lance for foreign intelligence purposes in which the facts and circum-
stances giving rise to the acquisition are so unprecedented and so
potentially harmful to the United States that they cannot be reasonably
said to have been within the contemplation of Congress in enacting this
chapter or chapter 119.

It must be emnphasized that this subsection is not an alternative to
the 24-hour emergency provision of section 2525(d). Thercfore, the

3F N i 'y
ot ton, B360, 108 and B0S-11 Tho probloms poesd by« clestromc. surventiuges o

Nﬂ“z‘{:nn; overseas can be found at pages 305 and 306; see, also III- Church committee
Va5, et seq. :
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mere existence of an emergency situation which precludes time toseeure
a prior judicial warrant is an insuflicient basis for the President to in-
volke his inherent power and proceed outside of the requirements im-
posed by this chapter.

“On the contrary, many situations which pose great danger to the
nation can be envisioned in which this bill is intended to provide the
exclusive applicable procedures for electronic surveillance in this coun-
try. Kor example, the Government might be secking foreign intelli-
gence information about an allegedly imminent threat of assassination
or the theft of a nuclear weapon and its threatened employment for
terrorist purposes. In such situations, the Attorney General could
authorize emergency warrantless electronic surveillance procedures
specified 1n section 2525(d).

Such situations are not envisioned by the committee as the type of
“unprecedented” circumstances beyond the contemplation of Congress
within the meaning of this section.

It should be noted that the facts and circumstances must, not only be
unprecedented, they must also be “so potentially harmful that they
cannot be reasonably said to have been within the contemplation of
Congress in enacting this chapter or chapter 119.” The Committee be-
lieves that this standard could only be met by a factual situation of ex-
treme impending peril.

It is not the mtent of subscction (b), however, to permit an on-
going program of surveillance for a sustained period of time. Should
somo such an unprecedented threat arise, posing such danger to the
nation as to warrant an assertion of power under this section, the lan-
guage requires that the President transmit to the Sclect Committee and
the Judiciary Cormnittees of Congress, under a written injunction of
secrecy if necessary, a statement setting forth the nature of such facts
and crreumstances within seventy-two hours of the initiation of the sur-
veillance. The seventy-two hour reporting requirement was added by
the Select Committee to the Judiciary Committec bill to ensure that
the report required of the President is promptly transmitted 1t power
is ever asserted under subsection (b).

The final sentence of this section recognizes that if the Supreme
Court ultimately decides that the fourth amendment warrant re-
quirement. does not apply to foreign intelligence electronic suirveil-
lance which is beyond the scope of this chapter, the reasonablencss
standard of that amendment would still be operative and would pro-
vide the test by whicl the conduct of the surveillance would be sub-
sequently judged. Finally, it provides that foreign intellizence in-
formation acquired by authority of the President based on the asser-
tion of any such constitutional power may not be used or disclosed
except as is necessary to implement that assertion of power.

Section 3

Section 2 delays the effective date of the act until 60 days following
the designation of the first judge pursuant to section 2523 of this
chapter. The purpose of this delay is to allow time for the develop-
ment of the applications required under this bill and of sccurity
measures governing the submission of these applications to the courts.
The 60 day delay will also prevent the situation where one judge will
be forced to handle all of the applications.
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CONFORMING AMENDMENTS

Seciion 4 serves the important purpose of integrating the new cliap-
ter 120 with the current electronie surveillance law found in chapter
119 of title 18, United States Code. Various provisions of chapter 119
are apphg.xb]u to the electronic surveillance engaged in under the new
bill and the conforming mnendments in this section of S. 3197 arc
designed to make ch.uwgs retlecting this fact. In .lddltlon, where
certaln provisions of cha wpter 119 should not encompass the survell-
lance procedures 1n 8. 3197, conforming amendments so it such
sections:

(a) (L) and (2). These unendmcnl'b are designed to establish the
saine crismal penalties for violations of this (,lmplo as apply to vio-
lations of chiapter 119, As aimnended, these sections will maake it o crimi-
nal offense to engage In clectronic surveillance “except as otherwise
speciticaily I)l()\l(i(,d in chapters 119 or 120—or otherwise dulhon/(‘d
by a search warrant or order of a court of competent jurisdiction.”
Activities “otherwise authorized” would include certain forms of
investigative technigues used for enforcement of the criminal faw
which are not regulated by chapter 119 but d() fall under the delini-
tion of electronic surverllance™ of chapter 1200 In sueh eriminal
cases, 1t wonld not be necessary for the government to follow the
proceduies of chapter 120, In all cases involving electronic surveil-
iance for the purpose of obtaining foreign intelligence information,
however. the prohibitions of 18 1. S C. 2511 would d[)])]\,

(a) (.)), (+), (8), and (6). These amendments make clear that
chapter 119°s prohibitions of disclosure and use of information, oh-
tained throngh the interception of wire or oral communications ‘in
scetions 2511(1) (¢) and (d) also apply to disclosure and unse of in-
formation obtained through electronic surveillance as defined in
chapter 120,

The Committee found it necessary to review the Judiciary Com-

Cmittee’s seetion 4(a) to make 1t perfectly clear that all governmental
activities defined as electronic surveillance in S. 3197 were governced
by the prohibition of section 2511,

The statute ealls for a fine of not more than $10.000 or imprisonment
Tor not more than five-years, or both, for each violation.

(b) (1) This amendment adds radio communication to wire com-
minication wml extends the meaning of intercept to include “or other-
wise acquire” to seetion 2511(2) (tL) (1) which permits communication
common carriers to engage in certain activities.

(bY(2) This .un(\ndmuxt when read in conjunction with section
2523(1) (2) (ii) and (iii), makes explicit the fact that a court order
obtained under chapter 120 may direct an officer, employce or agent of
A connmunications common carrier to provide certain xssxst‘lnu\ to the
governmental agents implementing the order. The nature and scope
of such assistance s intended to be identical to that which may be
divected under section 2518(4) (e) of chapter 119. 'The amendment
further provides that before the carrier may provide such information
or axgistance, whether nnder chapter 119 or 120, the governmental
agent must. furnish the carrvier with an order cmrncd by the court (but
not necessarily the same order as authorizes the actu] qunm]](m(o)
P an order has been acquired, or a sworn statement by the agent, that.
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all statitory requirements have been met if the surveillance is heing
condueted pursnant to the provisions of section 2518(7) of chapter
119 or =ections 2525(d) or 2528 of chapter 120. The document so
fwrnished must also set, forth the period of time for which the surveil-
lance is authorized and a description of the facilities from which the
connmunication is to be intercepted. Any violation of this subsection
by a carrier or its representative will render the carrier liable for the
¢ivil damages provided for in scction 2520, subject, of course, to the
cood faith reliance defense contained therein.

(¢) (1) 'This amendment makes explicit that an employee of the
Federal Communications Commission may engage in electronic
curveillance as well as intereept a wire or oral communication in dis-
charge of monitoring responsibilities exercised by the Cominission.

(¢) (2) This amendment makes clear that 1t is legal to engage in
clectronic surveillance, as well as intercepting a wire or oral com-
munication. i a party consents.

(¢) (3) This amendment provides statutory authorization for the
government to conduct tests of equipment which may result in the
interception of certain domestic communications, as defined in section
2521(2) (i1). The testing of no other type of electronic surveillance
cquipment is authorized by thisscction. '

All tests conducted pursiant to this provision must be in the normal
cotrse of official business by the governmental agent conducting the
test and must be designed solely for determining the capability of
cquipment. used for foreign intelligence gathering purposes or the
existence or capability of cquipment used by a forcign power or its
agents.

Tn addition, the test period shall be limited to that necessary to
determine such capability and shall in no instance exceed ninety days
without the express approval of the Attorney General. The contents
of any communication acquired as a result of the test or search shall
be disclosed only to those officials conducting the test and shall be
used and retained by them only for the purpose of the test. At the
completion of the testing or search period, the contents so acquired
shall be destroyed. The Committee contemplates that in all cases such
testing will be approved by a senior official prior to the commencement
of tlie testing period.

(1) This amendment repeals section 2511(3) of chapter 119 since
this subsection is incompatible with the passage of chapter 120, section
2528,

(¢) ‘This amendment brings any electronic surveillance as defined in
chapter 120 under the same statutory exclusionary rule as applies to
chapter 119. This section imposes an evidentiary sanction for failure
to comply with the provision of the chapter. It makes explicit that not
only is the communication excluded but also any information obtained
{rom electronic surveillance.

(f) This amendment makes explicit that the requirements for an
application enumerated in subsection 2518(1) apply only to surveil-
lance conducted pursuant to chapter 119, since chapter 120 contains
its own requirements.

(g) This amendment makes explicit that the necessary elements of
an order set forth in subsection 2518(4) apply only to surveillance
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conducted pursuant to chapter 119, since chapter 120 contained its own
requirements.

(h) This amendment makes explicit that the procedures for dis-
closure of the application and accompanying application nnder this
subsection apply only to surveillances conducted pursuant to chapter
119 since chapter 120 contains its own requirements.

(i) This amendment makes explicit that the provision for a statu-
tory suppression motion contained in this subscetion applies only to
surveillances conducted pursuant to chapter 119 since chapter 120
contains its own requirements.

(k) These amendments are designed to authorize the recovery of
civil damages for violations of chapter 120 in the same manner and
amounts as already provided for violations of chapter 119. The only
category of individuals who would be exempted from the provisions of
this section are agents of a foreign power as defined in section 2521
(b) (2) (A) of chapter 120.

Section 5 instruets the Senate Select Committee on Intelligence to
malke yearly reports beginning March 1, 1978, to the Senate concerning
the implementation of this chapter, including but not limited to anai-
vais and recommendations on amending, repealing, or allowing this
chapter to continue in effect without amendment. This section was
agreed upon in Tien of hmiting the bill to a two-year perviod.

“Due to the fact that the Select Committee on Intelligenee is a new
one heginning worlt in a new field, it has recognized the need to con-
tinually review the adequacy of sueh legislation. Tt is the hope of the
Committee that this section will be the means to constantiy upgrado
and refine the law in this area. _ ’

Seetion 6 ontlines the expedited procednres to he followed in enact-
ing legislation embodying recommendations reported pursuant fo
section 5. This section was added to ensure that any legislative recom-
mendations of this Committee with regard to unforeseen probloms in
the implementation of the bill be given priority on the floor of the
Senate.

Section 6(a) gives the Select Committee on Intelligence thirty
days to report out legislation following its own reporting that tins
chapter should be amended or repealed. '

Seetion 6(b) states that after reporting out such legislation it will
hecome the pending business of the Senate with time for debate equally
divided hetween proponents and opponents and shall he vated on
within three days. : ' '

Seetion 6(¢) states that, after passage such legislation is referred to
the appropriate committee of the House and is to be reported out,
with its reconmnendation within thirty days. It then becomes the busi-
ness of the House to be voted on within three days.

Section 6(d) states that if there is any disagreement in the legisla-
tion passed by both Houses conferees shall be appointed to make and
file a report within seven days after the legislation is referred to the
committee of conference. Regardless of any rules regarding printing
delays the report is to be acted on by both Honses within seven days of
the filing of the Conference report. If the conierces are unable to
agree within three days they are to report back to their respective
Houses in disagreement.
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The Committee helioves that the area of foreign intelligence elee-
{ronic surveillanee is extremely important involving the most precious
rights of Americans and that these expedited procedures are necessary
to insnre that issues involving clectronic surveillance are treated as
promptly as possible.

Cuances v Existing Law

In compliance with subsection (4) of rule XXIX of the Standing
Rules of the Senate, changes in existing law made by the bill, as
reported, are shown as follows (existing law proposed to be omitted
is enclosod in black brackets, new matter is printed in italic and exist-
ing law in which no change is proposed is shown in roman) :

Oxrx1Us Crivre AND SAFE STrEETS ACT, AS AMENDED

TIVYLE 11T, CHAPTER 119—WIRE INTERCEPTION AND INTERCETTION Oor
ORAL COMMUNICATIONS

Section 2511. Interception and disclosure of wire or oral communi-

cations prohibited

(1) Lxcept as otherwise specifically provided in this chapter or
chapter 120 or as otherwise authorized by a search warrant or order
of a court of competent jurisdiction, any person who—

(a) willfully intercepts, endeavors to intercept, or procures any
other person to intercept or endeavor to intercept, any wire or
oral communication, or under color of law, willfully engages n
any other form of electronic surveillance as dcfined in chapter 120;

% % : * * % % %

(¢) willtully discloses, or endeavors to disclose, to any other
person the contents of any wire or oral communication or informa-
tion obtained under color of law by any other form of electronic
swrceidlance as defined in chapter 120, knowing or having reason
to lmow that the information was obtained through the intercep-
tion of a wire or oral communication or any other form of clec-
tronic surceillance as defined in chapter 120, in violation of this
subsection: or

(d) willfully uses, or endeavors to use, the contents of any wire
or ora] communication or information obtained under color of
laws by any other form of electronic surveillance as defined in
chapter 120, knowing or having reason to know that the informa-
tion was obtained through the interception of a wire or oral com-
munication or any other form of electronic surveillance as defined
in chapter 120, in violation of this subsection; shall be fined not
more than $10,000 or iinprisoned not more than five years, or both.

(2) (a) (i) It shall not be unlawful under this chapter for an oper-
ator of a switchboard, or an officer, employee, or agent of any com-
munication common carrier, whose facilities are used in the trans-
mission of & wire communication or radio communmication, to intercept
or otherwise acquire, disclose, or use that communication in the normal
course of his employment while engaged in any activity which is a
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necessary incident, to the rendition of his service or to the protection
of the rights or property of the carrier of such communication;

& L3 %k * * % £

(2) (a) (11) It shall not be untawful under this chapter for an oflicer,
employee, or agent of any communication common carrier to provide
mformation, (uﬂmos. or technical assistance to an investigative or
law enforcement officer who, pursuant to this chapter or chapter 1.20,
is authorized to intercept a wire or oral communication or engage in
clectronic surveillance, as defined in chapter 120. Provided, howerver,
That before the information, facilities, or technical assistance may he
provided, the investigative or law en forcmnmt officerr shall farrnish
tothe o/ﬁ(‘er employee, or agency of the carvier either:

(1) An order signed by the authorizing judge cevtifying that
a vourt order divecting such assistance has been issued, o
(2) In the case of an emergency surrcillance as provided. jor in
section 2518 (7 of this chapter or scction 2525 (d) of chapter 120,
or a surveillance condudted under the provisions of section 2528 of
'(‘]L(J/)f?f‘ 120, o sworn statement by the investigative or /um o~
jorcement officer cevtifying that the applicalle statutory vequive-
ments have been met,
and, setting forth the 7;r1/0(i of time for achich the surveillunce s
authorvized and deseribing the facilities from. which the commumica-
- tion is 1o be intevcepted. Any violation of this subscction by a comanu-
nication common carrier or an officer, employee, or agency thercof.
shall vender the carvier liable for the civil damages provided for in
section 2520.

(2) (b) Tt shall not he untawful under this chapter for an oflicer,
cmplovee, or agent of the Federal Communications Commission. in the
normal conrse of his employment and in discharge of the monitoring
responsihilities exercised by the Commission in “the enforcement. of
chapter 5 of title 47 of the United States Code, to intercept a wize comn-
munication, or oral communication, transmitted by radio 0w other s
engage in electronic surveillance as defined in chapter 120, or to dis-
close or nse the information thereby obtained.

(2) (¢) It shall not be unlawful nnder this chapter for a person aci-
ing under color of law to intercept a wire or oral communieation or

- engage in electronic surveillanece as defined in chapter 120, where sueh
person is a party to the communication, or one of the parties to the
communication has given prior consent to siich m‘rex(-eptm'u or Sieh
81/7%6’7/7(1’)’1(’8.

B * # * £

(,@) (e) 1t shall not be wnlarwful under this chapter or clurpter 120,
or section 605 of the Commumications Act of 193} for an officer. owm-
7)707/60 or agent of the United States in the normal course of his official
duty, to conduct electronic surveillance as defined. in section 2521 (1)
(2) of chapter 120, for the sole purpose of determining the capability
of equipment used to obtain foreign intelligence or the existence or
capability of equipment used by a foreign power or its agents: Pro-
wided., (1) that the test period shall be Limited in emtent and diration
to that necessary to determine the capability of the equipmwent.: and
(2) that the content of any communication acquired under ihis see-
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tion shall be vetained and used only for the purpose of detecrmining the
eristence or capability of such equipinent, shall be disclesed only to the
officers conducting the test, and shall be destroyed upon completion of
the testing period; and (3) that the test may ewceed ninety dans only
with the prior approval of the Attorney General.

L[(3) Nothing contained in this chapter or in section 605 of the Com-
munications Act of 1934 (48 Stat. 1143, 47 U.S.C. 605) shall limit the
constitutional power of the President to take such measures as he deems
necessary to protect the Nation against actual or potential attack or
other hostile acts of a foreign power, to obtain foreign intelligence in-
formation deemed essential to the security of the United States, ox
to protect national security information against foreign intellizence
activities. Nor shall anything contained in this chapter he deemed to
Timit the constitutional power of the President to take such measures
as he deems necessary to protect the United States against the over-
throw of the Government by force or other unlawful means, cr against
any other clear and present danger to the structure ov existence of the
Government, The contents of any wire or oral communication inter-
cepted by authority of the President in the exercise of the foregoing
powers may be received in evidence in any trial, hearing, or other pro-
ceeding only where such interception was reasonable, and shall not he
otherwise used or disclosed exeept as is necessary to implement that
power.J

3 % i %) Eg Ea

Section 2515. Prohibition of use as evidence of intercepted wire

or oral communications

Whenever any wire or oral communication has been intercepted, or
dlectronic surveillance as defined in chapter 120 has been made. no part
of the contents of such communication or other information obtained
from electronic surveillance s defined in chapter 120, and no evidence
derived therefrom may be reccived in evidence in any trial, hearing. or
other proceeding in or before any court, grand jury, department. ofli-
cer, agency, regulatory hody, legislative committee. or other authority
of the United States. a State, or a political subdivision thereof if the
disclosure of that information wonld be in vielation of this chapter.
£ * % B % #

Section 2528. Procedure for interception of wire or oral com-
munications :

(1) Each application for an order authorizing or approving the
interception of a wire or oral communication under this chapter shall
be made in writing upon oath or affirmation to a judge of competent.
jurisdiction and s%la-ll state the applicant’s authority to make such
application.

* * % B % Ed %

(4) Each order authorizing or approving the interception of any

wire or oral communication wnder this chapter shall specify—
* * * * s % *

An order authorizing the interception of a wire or oral communi-
cation under this chapter shall, upon request of the applicant, direct
that a communication common carrier, landlord, custodian or other



person shall Turnish the applicant forthwith all information, facili-
tics, and technical assistance necessary to accomplish the interception
unobtrusively and with a minimum of interference with the services
that such carrier, landlord, custodian, or person is according the per-
son whose communications are to be intercepted, Any communica-
tion common carrier, landlord, custodian, or other person furnishing
such facilities or technical assistance shall be compensated therefore
by the applicant at the prevailing rates,
kS * * * * L *

(9) The contents of any [[intercepted] wire or oral communication
intercepted pursuant to this chapter, or evidence derived therefrom
shall not be reccived in evidence or otherwise disclosed in any trial,
hearing, or other proceeding in a Federal or State court unloss each
party, not less than ten days before the trial, hearing, or procecding,
has heen furnished with a copy of the court order, and, accompanying
application, under which the interception was authorized or approved.
This ten-day period may be waived by the judge if he finds that it
was not, possible to furnish the party with the above information ten
days before the trial, hearing, or proceeding and that the party will
not be prejudiced by the delay in receiving such information. '

(10) (a) Any aggrieved person in any trial, hearing, or proceeding
in or hefore any court, department, officer, agency, regulatory hody,

or other anthority of the United States, a State, or a political sub-

clivision thereof, may move to suppress the contents of any [inter-
cepted]] wire or oral communication intercepted pursuant to this
chapter, or evidence derived therefrom, on the grounds that—

£ * ) * * * * A&

Skcrion 2519, Reports concerning intercepted wire or oral com-
munications—

* * * P * * %

(3) In April of each year the Director of the Administrative Office
of the United States Courts shall transmit to the Congress a full and
complete report concerning the number of applications for orders
anthorizing or approving the interception of wire or oral communi-
cation pursuant to this chapter and the number of orders and exten-
sions granted or denied pursuant to this chapter during the preceding
calendav year. Such report shall include a summary and analysis of

tho data required to be filed with the Administrative Office by sub-

soctions (1) and (2) of this section. The Director of the Administra-
tive Office of the United States Courts is authorized to issue binding
regulations dealing with the content and form of the reports requireﬁ
to be filed by subsections (1) and (2) of this section. -
Section 2520. Recovery of civil damages authorized

LAny person whose wire or oral communication is intercepted, dis-
closed, or used in violation of this chapter shall (1) havea civil cause
of action against any person who intercepts, discloses, or uses, or pro-
cures any other person to intercept, disclose, or use such communi-
cations, and} Any person other than an agent of a forcign power as
defined in section 2521 ( 0)(2)(A4) of chapter 120, who has been sub-
7ect to electronic surveillance as defined in chapter 120, or whosé wire
o7 oral commumication has been intercepted, or about whom informa-




57

tion has been disclosed ov used, in violation of this chapler, shall (1)
hawe a ciwil cause of action against any person who so acted in viola-
tion of this chapter and (2) be entitled to recover from any such

person—
* * * * * % *

Chapter 120—~ELECTRONIC SURVEILLANCE WITHIN Tl
UNITED STATES FOR FOREIGN INTELLIGENUL PUi-

POSES

See.
2521. Definitions. .
2502, Authorization for clectronic surveillance for forcigi intelligence purposcs.
0523, Designation of judges authorized to grant orders for cleclronic
surveillance.
2524.  Application for an order.
2525. J[ssuance of an order.
2526. Usc of information.
2527. Rcport of electronic surveillance.
5428. Prestdential Power.
§ 2521. Definitions
(@) Fxzceopt as otherwise provided in this section the definitions of
section 2510 of this title shall apply to this chapter.
(b) Asusedin this chapter—
(1) “Foreign power” means—
(A) a foreign government or any COMpPoOncnt thereof,
whether or not recognized by the United States;
(B) a faction of a forcign nation or nations, not subxlan-
tially composed of permanent resident alicns or vitizens of the
United States;
(C) an entity, which is directed and controlled by a foreign
GOVETNMENT 0T JOVErnmens;
§D) a foreign-based terrorist group; or
E) a foreign-based politicul organization mot substai-
tially composed of permanent resident aliens or citizens of the
United States.
(2) “Ageni of a foregn power” means—
(A) a person who is not a permanent resident alien or citi-
zen of the United States and who is an officer or employce of
@ foreign power;
(B) a person who—

(3) knowingly engages in, or knowingly acls in fur-
therance of, terrorist activities for or on behalf of « for-
ctgn power, or

(44) conspires with, aids, or abets such a person, know-
ing that such person is engaged in such activitics;

(C) a person who— ' '

(3) Enowingly engages in, or knowingly acts in fur-
therance of, sabotage activities for or on bohalf of a [ur-
eign power, o

(#2) conspires with, aids, or abets such a person., lnow-
ing that such person is engaged in such activities;

(D) a person who—

(¢2) knowingly engages in clandestine iintelligence

activities for or on behalf of « foreign power, which
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activitios involre or will involve a violation of the crami-
nal statules of the United States: or

() conspires with, aids, or abets such a person, know-
ing that such person is engaged n such clandestine intel-
ligence activities; or

(E) a person who, acting pursuant to the dirvection of an
Intelligence service or intelligence network which engages in
(ntelligence activities in the United States on behalf of a for-
cigin power knowingly transmits information or material to
such service ov metwork in a manner intended to conceal the
nature of such information or material or the fact of such
transmission under circumstances which would lead a reason-
able man to belicve that the information or material will be
wsed to harm the scourity of the United States, or that lack
of knowledge by the Government of the United States of such
transmission will harm the security of the United States.

(3) “Terrorist activities” means activities which—

(A) are violent acts or acts dangerous to human life which
are criminal under the laws of the United States or of any
State if committed within its jurisdiction; and

(B) appear to be intended—

(i) to intimidate or coerce the civilian population, or
(#1) to influence the policy of a government by initimi-
dation or coercion. :
(4) “Sabotage actinities” ineans activitics prohibited by title 18,
Linited States Code, Chapter 105.
(5) “Forecign intelligence information” means—

(1) information which relates to, and is deemed necessary
to the ability of the United States to protect itself against,
actual or poteniial attack or other grave hostile acts of a for-

cign power or an agent of a foreign power;

(B) information with respect to a foreign power or forcign.
territory, which relates to, and because of its importance s
dcemed essential to—

(#) the national defense or the security of the Nation,
or
(i) the conduct of the foreign affairs of the United

Statesy

() information which relates to, and is deemed nccessary
‘o the ability of the United States to protect against, the
terrorist actwities of a foreign power; or an agent of o,
forcign power.

(1)) information awhich relates to, and is deemed necessaiy
{o the ability of the United States to protect against, the
sabotaye activities of « foreign power; or an agent of a
foreign power.

(£') information which relates to, and is deemed nccossary
to the ability of the United States to protect itself against,
the clandestine intelligence activitics of an intelligence serv-
wce or nebwork of a foreign power or an ayeit of a foreign
POILET.

(6) “Electronic surveillance” means—
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(A) the acquisition, by an. electronic, mechavical, or other
surveillance device, of the contents of « wire communication
to or from a person in the United Stutcs, without the consent
of any party thereto, where such acquisition, occurs in the
United States while the commmumication is being transmiticd
by wire;

(B) the acquisition, by an electronic, mechanical, or other
survesllance device of the contents of a radio communication,
without the consent of any party theveto, made, under cir-
cumstances where @ person has a constitutionally protected,
right of privacy and where both the sender and all ntended
recipients are located within the United States; or

(C') the installation or use of an electronic, mechanical, or
other surveillunce device in the United States to acquire infor-
mation other than from a wire communication or radio com-
mumnication under circumstances in which a person has a
constitutionally protected right of privacy.

(7) “Attorney Gencral® means the Attorney General of the
United States or in his absence the Acting Attorney General.

(8) Minimization procedures means procedures o minimize the
wcquisition of information ihat is not foreign intelligenee information,
10 usswme that information «which is not foreign intelligence i forma-
tion not be maintained. and to assure that information obtained not be

ased crcept as provided in section 2526,

§ 2522. Authorization for electronic surveillance for foreign
intelligence purposes

Application for u court order wnder this chapter ave authorized if
the President has, by written outhorization. empowered the Atliorney
(eneral to approve applicutions to Federal judyes huring juvisd iction
wnder section 2593 of this chapter, and o jud ge to whom an application
is mede may grant on order, in conformity with section 2525 of this
chapler. approcing oleclronic surveillonce of o foreign power or an,
wgent of a foreign poirer jor the purpose of obtaining foreign iitel-
ligence information.
§ 2523. Designation of judges authorized to grant orders for

electronic surveillance

(«) The Chicf Justice of the Uinited. States shall publicly designate
scren district cowrt judyes, each of whom shall hare jurvisdiction to
hear applicutions for and grant ordeis approving electronic sureeil-
lance auapwhere within the 'nited States under the proceduies set
forth in this chapter. eccopt that no judge designated under this sub-
section sholl heve jurisdiction of an application for electronic surwed-
linee undei this chapler ielich has been denicd previousiy by another
qudge designated vndei ihis subsection, {f any judge designaled wider
this subscction denies cn application for an order outhorizing olve-
tronic surveillance und: v 1his chapter, such judge shall provide -
mediately for the vecord o complele written statement of Lhe reasons
for his decision and. o maolion of the Uniod Slates. divert 1hat the
vecord be transmiticd. undcy seal to the speciid court of rerivuw extab-
lished in subsection (D).

(0) The Clief Justice shall publicly desigiale three judges. one of
whom shall be publicly designated as the presiding judge. from the




60

United States district courts or courts of appeals who toycther shall
comprise a specind court of review which shall hwvee jurisdiction 1o
review the dewial of any application made under this chapler. 1 f such
special cowrt determines that the application was properly dewicd, the
special court shall immediately procide for the record a completc writ-
ten statement of the reasons for its decision and, o motion of the
United States, direct that the record be transmitted to the Supreme
Court, which shall have jurisdiction to review such decision.

(¢) Al proceedings wunder this chapter shall be conducted as expedi-
tiously as possible. 1'he record of proceedings under this chapter, in-
cluding applications made and orvders granted, shall be sealed by the
presiding qudge and shall be maintained under security measwres ¢s-
tablished by the Clief Justice in consuliation with the Attorney
General.

§ 2524, Application for an order

(@) Each application for an order approving electronic swrveillunce
wnder this chapter shall be made by a federal officer in writing upon
oath or a,/’/irmtz'on to a judge having gurisdiction under section 254
of this chapter. Each application shall require the approval of the
Attorney General bascd upor his finding that it satisfies the criterin
and requirements of such application as set forth in this chapter. [¢
shall include the following information: '

(2) the identity of the federal officer making the application,

(2) the authority conferred on the applicant by the President
of the United States and the approval of the Attorney General
to makethe application, :

(8) the identity or a characterization of the person who s the
target of the electronic surveillance;

(4) « statement of the facts and circumstances relied wpon by
the applicant to justify his belief that— '

(¢) the target of the electromic surveillance is a foreign
power or an ayent of a foreign power and :

(42) the facilities or the place at which the electronic surveil- -
lance is directed are being used, or are about to be used, by a
foreign power or an agent of a foreign power;

(5) a statement of the procedure to minimize the retention,
and dissemination and to require expunging of information rela-
ting to permanent resident aliens or citizens of the United States
that does not relate tothe ability of the United States .

(4) to protect itself against actual or potential attack or
other grave hostile acts of a foreign power or an agent of u
foreign power; :

(7?) to provide for the national defense or the security of
the Nation;

(C) to provide for the conduct of the foreiyn affairs of
the United Stales;

(D) to protect against the terrorist actizitics of n forcign
power or an agent of a foreign power;

(Z) to protect itself against the sabotage activitics of a
foreign power or an agent of a foreign power;

(#') to protect itself against the clandestine intclligence
activitics of an intelligence service or metwork of « foreign,
power, or an agent of « foreiyn power except, that appropriate
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steps shall be taken to insure that information retained
swhich relates solely to the conduct of foreign affairs shall not
be maintained in such o manner as to permit the retricval
of such information by reference to « citizen of the United
States who is a party to a commumication intercepted as
provided in this chapter;
" (6) a description of the type o f information sought and
certification by the Assistant to the President for National
Necurity Affairs or an excoutive branch official designated by the
Dresident from among those excoutive officers employed in the
area of national security or defense and appointed by the Iresi-
dent by and with the advice and consent of the Senate that the
information sought is foreign intelligence information, that the
purpose of the swrveillance is to obtain forcign intelligence:
rnformation and that such information cannot feasibly be obtained
by normal investigative techniques; if the target of the electronic
surncillance s a foreign power which qualifies as such solely on
the basis that it is an entity controlled and directed by a foreign
government or governinonts, and unless there is probable cause
to belicve that a substantial number of the officers or ewecutivcs
of such entity are officers or employces of a foreign government, or
agent; of a foreign power as defined in section 2581 2) (), (O),
(D), or (E'), a statement of the procedures to prevent the acquisi-
tion, retention, and dissemination and to require the expunging of
communications of permanent resident aliens and citizens of the
United States who are mot officers or executives of such entity
responsible for those areas of its activities which inwolve foreign
intelligence information.

(’7])L « factual description of the nature of the information
sought;

(8) a certification or certification by the Assistant to the Presi-
dent for National Security Affairs or an ewecutive branch offi-
cial or official designated by the President from among those exocu-
tive officers employed in the area of national security or defense
and appointed by the President by and with the advice and con-
sent of the Senatec—

(A) that the information sought is foreign intelligence
information,

(B) that the purpose of the surveillance is to obtain for-
eign intelligence information;

(C) that such information cannot feasibly be obtained by
normal investigative techniques;

(D) including a designation of the type of foreign intel-
ligence information being sought according to the cateyories
described in section 2521 (b) (3) ; and

(E) including a statement of the basis for the certifica-
tion that—

(2) the information sought is the type of foreign intel-
ligence information designated, and

(i) such information cannot feasibly be obtained by
normal investigative techniques;

(9) a statement of the period of time for which the electronic
surveillance is required to be maintained. If the nature of the in-



telligence gatheving is such that the approcal of the use of elce-
trowie surceillance wnder this chapter should not automalically
terminate when the deseribed type of information has first hecu
obtained, a description of facts supporting the belicf that addi-
tional information of the sume type will be obtained thereafter.
(b) T'he Attorney Gencral may requere any other affidavit or coili-
fication from any other officer in connection with the application.
(c) At the time of the hearing on the application, the applicant
may furnish to the judge additional information and the judge miay
require the applicant to furnish such other information or evidence as
may be necessary 1o make the determinations required by sectcon 2525
of this chapter.

§ 2525. Issucnce of an order

(@) Upon an application made pursuant to section 8524 o f this title,
the judge shall enter an en; partc order as requested or as modificd ap-
proving the electromic surveillance if he finds that—

(1) the President has authorized the Attorncy Generval to ap-
prove applications for electronic survedlance for foreign aitel-
ligence informationy

(2) the applicaton has been made by a federal officer and ap-
proved by the Attorney Greneral;

(3) on the basis of the facts submitted by the appliceit 1heie
is piobable cause to belicve that

(A) the target of the clectronic surveillance is a forcign
poreer or an agend of a foreign power; and

(B) the facilities or place at whicl the clectronic swrve/l-
lunce is directed are being used, or are about to be wscd, by
« foreign power or an agent of a foreign power;

(4) minimization procedures to be followed are reasonably de-
signed to minimize the acquisition, rotention, and dissemini-
tion of, and to require the empunging of information reluting to
permanent resident aliens or citizens of the United Stales is nol
oveign intelligence information, that does not velate to the ability
of the United States.

(A) to protect itself against actual or potential attack; or
other grave hostile acts of a foreign power or agent of «
foreign power; .

(B) to provide for the national dcfense or the scourity of
the Nation; ' '

(C) to provide for the conduct of the foreign affairs of Ll
United States;

(D) to protect against the terrovist activities of « forciyn
power or an agent of « foreign power;

(I9). to protect itself against the sabotage activitics of a
foreiygn power or an agent of a foreign power;

(F) to protect itself against the clundestine ntelligence
activities of am intelligence service or melwork of « foreign
power or an agent of a foreign power;

except, that appropriate steps shall be taken to insurc that infor-
mation retained which relates solely to the conduct of foreign
affairs shall not be maintained in such a manncr as to permit the
retrieval of such information by veference to « citizen of the
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United States who is a party to a communication iitercepled as
provided in this chapter.

(5) if the target of the electronic swrveillance s « foreigin
power which qualifies as such solely on the basis that it is anentily
controlled and dirccted by  forcign gocernment or yoveriments,
and unless there 38 probable cause o belicve that u substantial
number of the officers or cwecutives of such entity wre officers or
employees of a foreign governinent, or ugents of w-joreiygn power
us defined in section 2521(2) (1), (0), (D), or (I, proecdures
to be followed are reasonably designed to prevent the acquisition,
retention, and dissemination and to require the exppiiging of com-
mumications of permanent resident aliens and citizens
United States who are not officers or executives of such entity
responsible for those areas of its activities which {iwvolre forcign
intelligence information.

(6) the application which has been filed contains the deserip-
tion and cevtification or cevtifications specified in scction 252 ()
(7) and (8).

(7 certification has been made pursuant to scetion D524 (a) (6)
that the information sought is foreign intelligence anformation,
that the purpose of this surveillance is to obtain such forcign intel-
ligence information and that such infornation cannot feasibly be
obtained by normal inwestigative tecliniqucs.

(b) An order approving an electronic surveillance wnder his sec-
tion shall—

(1) specify—

i) the identity or « characterization of the persom who is
the subject of the clectronic surceillunce;

(ii) the nature and location of the facililics or the place at
which the electronic surveillance will be divecied;

(ii2) the type of information sought to be acquired ;

(i) the means by which the electronic survedlonee il he
effected; and

(v) the period of time during which the electronic swr-
wveillance is approved; and

(2) direct—

(i) that the minimization procednres be followed ;

(i) that, upon the request of the applicant, a specified
commumication or other common, carvier, lundlovd, custodian,
contractor, or other specificd person furnish the applicant
forthwith ‘any and all information, facilities. or technieal
assistance, or other aid necessary to accomplisl the clectronic
surveillance in such a manner as will protect its secrecy and
produce a minimum of interference with the services 1hat
such carvier, landlovd, custodium, contractor, or other persun is
providing that target of electronic surveillance ; and

(#4) that the applicant compensate, at the prevailing rales,
such carrier, landlovd, rustodian, or other person for furnish-
ing such aid.

(¢) Amn order issued under this section may approve on elect ronic
survedlance for the period necessary to ackieve its purpose, or
for ninety days, whichever is less. Entensions o f an order issued under
this chapter may be granted upon an application for an extension made

~
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in the same manner as required for an original application and after
findings required by subscction (a) of this section. In connection with
the new findings of probable cause, the judge may require the appli-
cant to submit information obtained pursuant to the original ovder or
to any previous extensions, or any other information or evidence as
he finds necessary to such mew findings. Each extension may be for
the period mecessary to achicve the purposes for which it is granted, or
for ninety days, whichever is less.

(1) Notwithstanding any other provision of this chapter when the
Attorney General reasonably determines that—

(1) an emergency situation exists with respect to the employ-
ment of electronic surveillance to obtain foreign intelligence in-
formation before an order authorizing such surveillance can with
due diligence be obtained, and

(2) the factual basis for issuance of an order under this chap-
ter to approve such surveillance exists,

he may authorize the emergency employment o f electronic surveillance
if @ judge designated pursuant to section 2593 of this title is informed
Dy the Attorney General or his designate at the time of such authoriza-
tion that the decision has been made to employ emergency electrovic
surveillance and if an application in accordance with this chapter is
made to that judge as soon as practicable, but not more than twenty-
four hours after the Attorney General authorizes such acquisition.
If the Attorney General authorizes such emergency employment of
electronic surveillance, he shall require that the minimization pro-
cedures required by this chapter for the issuance of a judicial order be
followed. In the absence of a judicial order approving such electronic
swrveillance. the surveillance shall terminate when the information
sought is obtained, when the application for the order is denied, or
after the cxpiration of twenty-four hours from the time of authoriza-
tion by the Attorney General, whichever s earliest. In the event that
such application for approval is denied, or in any other case where the
viectronic surveillance is terminated without an order having been is-
sued, no information obtained or evidence derived from such surveil-
Tunce shall be received in evidence or otherwise disclosed in any trial,
hearing or other proceeding in or before any court, grand jury, depart-
ment, office, agency, regulatory body, legislative committee or other
authority of the United States, a State, or a political subdivision
thereof. As provided in scction 9523, a denial of the application may
be appealed by the Attorney General.

(¢) A judge denying an order under this section or a panel affirm-
ing such denial under section 2523(b) shall state the reasons therefor..

§ 2526. Use of information

(@) Information acquired from an electronic surveillance conducted
pursuant to this chapter may be used ond disclosed by Federal officors
and employees only for purposes relating to the ability o f the United
States—
(1) to protect itself against actual or potentiul attack or other
grave hostile acts of a foreign power or an agont of a foreign
power; : :

(2) ‘to provide for the national defense or the security of the
Nation; , :
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(3) to provide for the conduct of the foreign affairs of the
United States;

(4) to protect against the terrorist activities of a foreign power
or an agent of a foreign power;

(5) to protect itself against the sabotage activities of a foreign
power or an agent of a foreign power;

(€) to protect itself against the clandestine intelligence ackivi-
tics of an intelligence service or network of a foreign power or
an agent of a foreign power; or for the enforcement of the crim-
inal loro. No otherwise privileged communication obtained in ac-
cordance with or in violation of the provisions of this chapter
shall lose its privileged character.”

(b) T'he minimization procedures required under this chapter shall
not preclude the retention and disclosure, for law enforcement pur-
poses, of any information which constitutes evidence of a crime if such
disclosure is accompanied by a statement that such evidence, or any
information derived therefrom, may only be used in a criminal pro-
ceeding with the advance authorization of the Attorney Gencral.

(¢) No information obtained or derived from an electronic surveil-
lanee shall be received in evidence or otherwise used or disclosed in any
trial, hearing, or other proceeding in a Federal or State court unless,
prior to the trial, hearing, or other proceeding or at a reasonable time
prior to an effort to disclose the information or submit ut in cvidence in
the trial, hearing, or other procceding, the Government notifies the
court of the source of the inf?)rma/tion and the court in camera and ex
parte, determines that the surveillance was authorized and conducted
in a manner that did not violate any right afforded by the Constitu-
tion and statutes of the United States to the person against whom the
evidence s to be introduced. In making such a determvination, the
court, after reviewing a copy of the court order and accompanying
application in camera, shall order disclosed to the person against whom
the evidence is to be introduced the order and application, or portions
thercof, only if it finds that such disclosure would substantially pro-
mote « more accurate determination of the legality of the survedllance
and, that such disclosure would promote a more accurate determination.
of such legality, that such_disclosure would not harm the national
scourity, there s a reasonable question as to the legality of the sur-
wveillance or that such disclosure would not harm the national security.

(d) Any person who has been a subject of electronic surveillance
and against whom evidence derived from such electronic surveillance
is to be, or has been, introduced or otherwise used or disclosed in any
trial, hearing, or procecding in or before any court, department officer,
ageney, regulatory body, or other authority of the United States, a
State, or a political subdivision thereof, may move to suppress the con-
tents of any communication acquired by electronic surveidlance, or
evidence derived therefrom, on the grounds that— ‘

' (2) the communication was unlawfully intercepted;

(i) the order of authorvization or approval under which it
was intercepted is insufficient on its face; or

(i) the interception was not made in conformity with the
order of authorization or approval.

Such motion shall be made before the trial, hearing, or proceeding
unless there was no opportunity to make such motion or the person was
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not. aware of the grounds of the motion. If the motion is granted, the
contents of the communication acquired by electronic surveilance or
evidence derived therefrom shall be suppressed. The judge, upon
the filing of such motion may in his discretion make available to the
person or his counsel for inspection such portions of the intercepted
communication or evidence derived therefrom as the judge determines
to be in the interests of justice and the national security. The judge
upon the filing of such motion may, in his discretion make available
to the person or his counsel for inspection such portions of the inter-
cepted commumication or evidence derived therefrom as the judge
determines to be in the interests of justice.

(¢) If an emergency employment of the electronic surveillance is
authorized under section 2695(d) and a subsequent order approving
the surveillance is mot obtained, the judge shall cause to be served on
any United States citizen or permanent resident alien named in the
application and on such other United States citizen or permanent
resident alien subject to electronic surveillance as the judge may de-
termine in his discretion it is in the interest of justice to serve, notice
or— .

4 (1) the fact of the application;
(2) the period of the surveillance; and
(3) the fact that during the period foreign intelligence infor-
mation was or was not obtained.

On an ex parte showing of good cause to the judge the serving of the
notice required by this subsection may be postponed or suspended
for a period not to exceed ninety days. Thereafter, on a further ex
parte showing of good cause, the court shall forego ordering the serv-
ing of the notice required under this subsection.

§ 2527. Report of electronic surveillance

(a) In April of each year, the Attorney General shall report to the
Administrative Office of the United States Courts and shall transmit
to the Congress with respect to the preceding calendar year—

(1) the number of applications made for orders and extensions
of orders approving electronic surveillance and the number of
such orders and extensions granted, modified, and denied,

(2) the periods of time for which applications granted author-
ized electronic surveillances and the actual duration of such
electronic surveillances;

(3) the number of such surveillances in place at any time dur-
ing the preceding year; and

(4) the number of such surveillances terminated during the
preceding year.

(b) Nothing in this chapter shall be deemed to limit the authority
of the Select (ommittee on Intelligence of the United States Senate
to obtain such information as it may need to carry out its duties pur-
suant to Senate Resolution 400, 94th Congress, agreed to May 19, 1976.

§ 2528. Presidential power

Nothing contained in chapter 119, section 605 of the Commumica-
tions Act of 1934, or this chapter shall be deemed tv affect the exercise
of any constitutional power the President may have, subject to deter-
mination by the courts, to acquire foreign intelligence information by
means of an electronic, mechanical, or other surveillance device if :



67

(a) such acquisition does not come within the definition of elec-
tronic surveillance in paragraph (6) of subsection (b) of section 2621
of this chapter, or

(b) the facts and circumstances giving rise to the acquisition are
so unprecedented and potentially harmful to the Nation that they
canmot be reasonably said to have been within the contemplation of
Congress in enacting this chapter or chapter 119; Provided, That in
such an cvent, the President shall, within seventy-two hours of the
initiation of such surveillance, transmit to the Select Committee on
Intelligence of the United States Senate and the Committees on the
Judiciary of the Senate and House of Representatives, under a written
injunction of secrecy if necessary, a statement setting forth the nature
of such facts and circumstances.

Foreign intelligence information acquired by authority of the Presi-
dent in the cxercise of the foregoing powers may be received in evi-
dence in any trial, hearing, or other proceeding only where such acqui-
sition was reasonable, and shall not be otherwise used or disclosed
except as 18 mecessary to implement that power.

Sec. 3. The provisions of this Act and, the amendment made hereby
shall become effective upon enactment : Provided, T hat, any electronic
surveillance approved by the Attorney General to gather foreign in-
telligence information shall not be deemed unlawful for failure to
follow the procedures of chapter 120, title 18y United States Code, if
that surveillance is terminated or an order approving that surveillance
is obtained under this chapter within sizty days following the designa-
tiom of the first judge pursuant to section 2523 of chapter 120, title 18,
Dnited States Code.

Sec. 5. On or before March 1, 1978, and on the first day of March
of cach year thercafter, the Sclect Committee on Intelligence of the
Tnited States Senate shall report to the Senate concerning the imple-
mentation of this chapter. Said reports shall include but not be limited
to an analysis and recommendations concerning whether this chapter
should be (1) amended, (2) repealed, or (3) permitted to continue
in effect without amendment.

See, 6. (a) In the event the Select Committee on Intelligence of the
17 nited States Senate shall report that this chapter should be amended
or vepealed, it shall report out legislation embodying its recommenda-
tions withen thirty calendar days, unless the Senate shall otherwise
determine by yeas and nays.

(DY Any legislation so veported shall become the pending business
of the Senate with time for debate equally divided between the pro-
ponents and the opponents and shall be woted on within three calendar
days thereafter, unless the Senate shall otherwise determine by yeas
and nays.

() Such legislation passed by the Senate shall be referred to the
appropriate committee of the other House and shall be reported out
b such committee together with its recommendations within thirty
calendar days end shall thereupon become the pending business of
such House and shall be voted wpon within three calendar days, unless
sueh. House shall otherwise determine by yeas and nays.

(dY In the case of any disagreement between the two Ilouses of
Congress with respect to such legislation passed by both Howses, con-
ferees shall be promptly appointed and the committee of conference



63

shall make and file a report with respect to such legislation within
seven calendar days after the legislation is referred to the committee
of conference. Notwithstanding any rule in either House concerning
the printing of conference reports in the record or concerwing any
delay in the consideration of such reports, such report shall be acled
on by both Houses not later than seven calendar days after the con-
ference report is filed. In the event the conferees are unable to agree
wwithin three calendar days they shall report back to their respective.
Houses in disagreement.



ADDITIONAT VIEWS OF SENATOR ADLAI STEVIENSON

This bill attempts to strike a fair balance between conflicting re-
quircments of national and personal security. In my judgment it
comes close to the mark. But the judicial safeguards against executive
abuse are fragile. And the safeguards of Congressional review and
oversight are virtually nil.

One of the purposes of Subsection (b) of Section 2527, added by the
Committee to the Judiciary Committee’s bill, was to make clear that
the annual report of the Attorney General on electronic surveillance is
not adequate fulfillment of the Attorney General’s obligation to keep
the Committee informed. But the bill does nothing to assure that the
Commiittee is informed on a timely basis of all electronic surveillance
cases and in sufficient detail to enable the Committee to exercise its
oversight duties under Senate Resolution 400. Consequently, I voted
to report the bill but reserved the right to offer an Amendment which
would mandate continuous and contemporaneous disclosure to the
Committee of information about all surveillance conducted pursuant
to this Act.

The Attorney General has cooperated fully with the Committee, and
if arrangements can be worked out which assure the Committee con-
tinued receipt of adequate information about surveillance and on a
timely basis, I will not offer this Amendment. The modalities of a
reporting arrangement are heing developed by the Committee and
the Department of Justice. It is my hope and expectation that the
Committee will receive adequate assurances without resort to enact-
ment of a statutory requirement. If mot, this bill would be much
improved by a statutory assurance that the right of individuals will
be safeguarded by Congressional oversight.

(69)



ADDITIONAL VIEWS OF SENATOR JOSEPH BIDEN

I am not enthusiastic about S. 3197, even as amended by the Senate
Select Committee. However, inasmuch as the Justice Department
agreed to a good faith effort to compromise, I am voting to report this ..
bill. The Committee adopted, with a few modifications, an amendment
I proposed on the controversial definition of “agent of a foreign
power.”

My concerns about this bill fall into three major areas: (1) I am
still concerned about the constitutionality of this bill; (2) I wish the
Committee had modified or eliminated the so-called “inherent author-
ity” provision of the bill; and finally (3) I am concerned that the
Committee’s action in approving this bill not prejudice its efforts to
develop legislative charters for intelligence agencies.

1. THE CONSTITUTIONALITY OF 8. 3197

Tn 1967, in two Jandmark decisions, Berger v. New York, 388 U.S. 41,
and Katz v. United States, 389 U.S. 347, the Supreme Court held that
the Fourth Amendment to the Constitution applied to electronic
surveillance. In essence, that meant that the basic right to privacy of
‘American citizens encompassed private conversations and could not be
violated by the government without a compelling need.

The scheme the founding fathers developed, in the Fourth Amend-
ment, to police invasions of privacy has two basic parts. Iirst, an
American’s privacy cannot be invaded unless a judicial officer issues a
warrant authorizing the search and second, the judge must have prob-
able cause to believe that the search will seize particular evidence of
specific criminal activity. '

Ever since the Katz and Berger cases the Justice Department has
been attempting to engraft exceptions to these standards for national
security electronic surveillance. After a brief, and I must say, quite
cursory review of the national security electronic surveillance program
of the FBI, I now understand why they feel compelled to engraft such
an exception upon these rules. Much of their electronic surveillance has
not met these two standards. Of course, their inability to meet these
standards resulted in dangerous invasion of ‘privacy, including the
abusive electronic surveillance revealed by the Church Committee.

This bill is'an attempt to regularize national security electronic
surveiliance through a statutory warrant procedure. Unfortunately
the emphasis in drafting this procedure has been upon the first part
of the Fourth Amendment, that is the warrant procedure, and not the
second, that there be probable cause that the search will seize particular
evidence of specifi¢ crimes. Therefore, S. 8197, as introduced, had an
elaborate warrant procedure for judicial review of requests for elec-
tronic surveillance but prohibited the judge from requiring that the

(71)
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government show that the surveillance would overhear conversations
about specific criminal acts threatening to the national security.

To my mind both parts of the Fourth Amendment are of equal
importance. After all it was the abuse of so-called “General warrants”
and “Writs of assistance” in colonial America and 18th century Eng-
land which led to the Fourth Amendment. Both of these abusive war-
rant procedures were used by the British Crown to suppress dissent
through the harassment of gross invasions of privacy in the name of
enforcing the tax laws in the colonies and the so-called seditious libel
laws in Great Britain. The Framers of the Fourth Amendment recog-
nized as the major abuse in these warrant procedures their failure to
“particularly describe” the place to be searched or things to be seized.
Tronically, these abusive searches, which gave rise to the Fourth
Amendment, were also conducted in the name of national security—
the revolutionary refusal of our forefathers to be taxed without repre-
sentation and the propensity of critics of the Crown in 18th century
England to engage in seditious libel. )

At the beginning of our negotiations, Attorney General Levi insisted
that it was impossible for the FBI to comply with both parts of the.
Fourth Amendment. Indeed, he argued that the FBI did not have to.
comply with both parts, relying on a sories of so-called administrative
search Supreme Court cases which permitted looser Fourth Amend-
ment standards. These cases, involving one-time searches of houses
violating housing codes or car searches for illegal aliens, simply cannot
be relied upon for 90 days of electronic surveillance of Americans who,
under the bill as originally proposed, may be engaged in legal political
activitics (such as lobbying Congress for more arms for Israel or
Leypt at the behest of either country).

Apparently, the Attorney General saw the frailty of that argument
and in the eourse of our negotiations, accepted amendments to the
definitions section of the bill. These amendments refine such vague
torms as“clandestine intelligence activities”, so that before a uthorizing
electronic surveillance the judge must be satisfied that the Amcrican
is engaged in specific acts, with very limited exceptions, criminal acts.
It was the Attorney General’s movement on this question that con-
vinced me that, in good faith, I should acquiesce with Committee.
approval of the bill.

T am still troubled by the outcome. We may not have gone far enough
to pass constitutional muster. Jfor example, the bill still permits clec-
tronic surveillance of some activities which in and of themsclves are
not criminal. Furthermore, on a more fundamental level this bill ocs
well beyond existing electronic surveillance law and Fourth Amend-
ment cases and says in effect that where there is probable cause that
the subject of a search is engaged in criminal activity there is no need
to satisfy the judge that the search will seize evidence of that criminal
activity (in the case of electronic surveillance that the subject will
engage in criminal conversations on the phone). I have substantial
doubts about the constitutionality of that doctrine, although the
majority of my colleagues and the Department of Justice do not. As
the Supreme Court said in another landmark Fourth Amendment
case, the same year it decided {atz and Berger:

_ There must of course be a nexus—automatically provided
in the case of fruits, instrumentalities or contraband—
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between the item to be seized and criminal behavior. Thus,
in the case of “mere evidence”, probable cause must be ex- -
amined in terms of cause to believe that the evidence sought

" will aid in a particular apprehension or conviction. Warden v.
Hayden, 387 U.S. 294 (1967).

II. THE INHERENT AUTHORITY SECTION

Section 2528 of the bill preserves intact the concept of inherent
Eresidential authority to spy on Americans. This was of course the
basic argument in defense of many Watergate illegalities. It is the
only authority for the Federal government’s huge National Security
Agency electronic surveillance program.

The Department of Justice and my colleagues have made an honest
effort to write this language with neutrality so that Congress is not on
record for or against the doctrine of inherent authority. The reasons
“for doing so are persuasive. The Federal government must be able
to continue its essential NSA Programs directed at hostile foreign

OWers. o

P Unfortunately, it may be impossible to write language on this matter
which is neutral in effect. Congress is on notice of NSA abuses, includ-
ing project SHAMROCK and the watchlists both documented by the
.Church Committee. Congress is on notice of the myriad of abuses
engaged in by other intelligence agencies and by non-intelligence of-
ficials, in the course of the Watergate matter, undertaken in the name
of this doctrine. For Congress to act in this area and deliberately
skirt NSA and at the same time leave nndisturbed inherent authority
may be viewed by some courts as sanctioning the doctrine.

* T can imagine defendants in the present FBI burglary investigation
arguing that Congress did not abolish the doctrine of inherent author-
ity when it had the chance; that therefore the doctrine exists; and
that they were acting pursuant to what they belicved was a valid
exercise of that doctrine. Indeed any Watergate defendant, and former
intelligence official who engaged in illegal surveillance might make
that argument. : ‘ '

Furthermore. I am not convinced that Congress is aware of every

intelligence program engaged in or planned by the Federal govern-

ment. What additional programs have been or will be undertaken in
the name of “inherent authority” without congressional knowledge?
Are we giving a signal to the courts and the Executive branch that there
still is an area which we feel is beyond public scrutiny through the
Congress 'in enscting section 2528% That is certainly not the message
-we intend and I hope that is not the message that is received.

HI. THE IMPACT OF 8. 3197 ON THE LEGISLATIVE CHARTER DRAFTING

Certainly one of the most troublesome aspects of S. 3197 is its impact
upon our efforts to develop meaningful legislation is in effect a “back-
door” charter for foreign intelligence activities.

Unfortunately, we have not had time to have a comprehensive staff
or agency briefing on the so-called counterintelligence and positive
intelligence activities of the Federal government within the United
States. Specifically, we have not carefully examined the existing

2
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statutory authority for such activities. We know, indeed Attorney
(ieneral Levi has admitted, that there are not adequate statutes for
their present programs. This is the reason why we have had to author-
ize, in the revised definitions of S. 8197, electronic surveillance of
Americans not engaged in criminal activities.

We learned in the course of hearings on this bill that the FBI and
other components of the federal intelligence community collect in-
formation on the clandestine intelligence efforts of foreign nations—
counterintelligence. The Federal government is also engaged in so-
called positive intelligence programs. As I understand it, positive in-
tellicence includes collection within the United States of information
on all the activities of a foreign power or its agents regardless of
whether the activities are intended to harm the United States.

In the past the Executive branch has taken a rather expansive view
of its responsibilities to seek positive intelligence and counterintelli-
gence. For example, counterintelligence might include not only efforts
to counter Soviet espionage programs directed at our military and de-
fense secrets but the relationship of American oil companies to
ARAMCO in anticipation of an oil boycott. Positive intelligence could
involve not only surveillance to determine the Soviet Union’s problem
with its wheat harvest, but efforts on the part of Soviet or Indian trade
attachés to discreetly contact grain cooperatives in this country in
anticipation of seeking grain to supplement their inadequate harvests.

The legal authority for such investigations by the Department of
Justice, especially investigations directed at Xmerican citizens, is
dnhious at best. The statute which is usually cited as authority for
FBI investigations reads as follows:

28 U.8.0. 633. Investigative and other officials; Appoint-
ment
The Attorney General may appoint officials—

(1) to detect and prosecute crimes against the United
States;

(2) to assist in the protection of the person of the
President; and '

(3) to conduct such other investigations regarding
official matters under the control of the Department of
Justice and the Department of State as may be directed
by the Attorney General.

This section does not limit the authority of departments and
agencies to investigate crimes against the United States when
investigative jurisdiction has been assigned by law to such
departments and agencies. .

Since such investigations are by definition non-criminal and, of
course, unrelated to the protection of the President, all such authority
rests on the cryptic “such other investigations” language of 533(3).
This vague section has an interesting history. It was originally en-
acted in the code before the enactment of the%spionage Act of 1917 to
provide authority for classic counterespionage investigations. How-
ever, the vague language was also the authority which J. Edgar Hoover
gitfcd for the initiation of domestic intelligence programs of recent
infamy.
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The statutes upon which other intelligence agencies base their
counterintellizence and positive intelligence responsibilities within
the United States are no more precise. The National Security Act
which created the Central Intelligence Agency assumed that all of
the existing agencies had such intelligence collection authority within
the United States. The extent to which it grants such authority to
the CIA is not clear at all. The National Security Agency, which con-
ducts by far the largest amount of foreign intelligence (counterintel-
ligence and positive intelligence) electronic collection, is not even a
creature of federal statute and furthermore, is completely exempt
from the restrictions of the wiretap bill. Indeed, one of the few fed-
cral statutes which might be said to confer any foreign intelligence
jurisdiction on the Federal government (the Export Administration
Act [60 U.S.C. App. § 2401, et seq.], setting some limits upon the
export of industrial technology) expires in September of this year.
[50 U.S.C. App. § 2413]

Therefore the basic federal statutes outlining the prohibited or regu-
lated activities of American citizens who work with foreign govern-
ments and the statutes outlining the responsibilities of the intelligence
community to investigate such activities are in a complete shambles.
Indeed, present state of these statutes is clearly a threat to civil lib-
erties. The ambiguities and conflicting jurisdictions inherent in these
statutes undermine the national security as well. We have reluctantly
decided to proceed with legislation authorizing electronic surveillanco
of activities without first clarifying whether they are covered. by
existing law. i

I beljeve that it is incumbent upon this Committee and the Congress
to commit ourselves to revising these statutes and creating meaningful
statutory charters and criminal and regulatory statutes in this area.
'F'he Americans who routinely deal with foreign entities and the agen-
cies of the intelligence community must both know what their govern-
ment expects of them in terms of the national security.

I would have preferred to see the Committee create (within the con-
text of S. 3197) an incentive to correct this chaos in the United States
Code, a chaos which may permit innocent Americans to unknowingly
jeopardize the national security and may lead the intelligence agencies
to abuse the rights of Americans. I would have preferred to see a pro-
vision of the bill requiring that troublesome areas of S. 3197—warrant-
less surveillance of Americans by NSA and surveillance of non-
criminal activities by all agencies—be terminated in two years unless
explicitly authorized in new legislative charters. This assumes that
both the Exccutive branch and the Congress concur on the high
priority of setting this area of the law in order. I believe that it can%e
done within two years and if it cannot by the end of that period Con-
uress can grant an extension. Regardless, the national security, the
Constitution and the painful lesson of abuses which have grown out of
the failure to clarify these laws require such a commitment. Unfor-
tunately the Department of Justice would accept no such amendment.

In conclusion, I view S. 3197, as amended by the Select Committee,
as a definite and substantial improvement over the bill as approved by
the Judiciary Committee. I am not sure whether it is an adequate im-
provement over existing law. I therefore reserve the right to vote
against the bill when it reaches the floor.

-



(238

ADDITIONAL VIEWS OF SENATOR ROBERT MORGAN

While T fully understand the significance of what S. 3197 attempts
to do and laud the efforts of those who agree with me that governmen-
tal electronic surveillance must be conducted pursuant to a judicial war-
rant procedure, even in the foreign intelliﬁimce field, I am unable to
support the bill as it is presently written. In addition to opposing the
bill for the substantive reasons advanced by Senator Biden in his addi-
tional views, with which I fully concur, I am opposed, as a matter of
principle, to the authorization of the most intrusive investigative tech-
nique of our intelligence agencies being practically the first act of this
Committee.

The wisdom of the Church Committee in recommending that there
be established a permanent intelligence oversight committee in the
Senate is apparent in the improvements S. 8197 has undergone since
it was referred to this Committee. I am still not satisfied, however, that
ample evidence has been presented to the Committee to enable it to
fully understand the position of the Administration and other sup-
porters of the bill and to, without some doubt, evaluate the conflict be-
tween security and liberty, which the Committee will always face, in
this instance.

The Committee is charged with the duty of developing legislative
charters which will govern the activities of our intelligence agencies.
During this process, the Committee will become well versed in the
actual needs of our intelligence community and may decide it is in the
best interest of our Nation to substantially alter our present system of
Jaws. At that time, I may be able to support legislation which would
legitimize intelligence activities to the possible deprivation of rights
of American citizens. Until that time, until the compelling need for
change is affirmatively demonstrated, I cannot support a substantial
alteration of our existing laws, which I believe this bill to be.

RoserT MORGAN.
(77)



